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Abstract Preventing data leakage on the mobile client is a
crucial security problem. Therefore, additional control and
protection should be taken for the confidential data on the
mobile clients that leave the boundaries of the organization.
This paper presents a novel approach to the security of the
corporate mobile clients, in particular when they operate
in the offline mode. The presented approach includes the
essential conceptualization and the definition of the core
methodology to solve the problem of offline mobile secu-
rity, i.e. the protection of the confidential data in use when
the mobile client is not connected to the corporate cloud.
The protection of the sensitive data is provided by the
combination of cryptographic means and analytics meth-
ods to detect malicious user behavior. The proposed security
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architecture supports the basic mobile client protection prin-
ciples: minimized traffic load and reduced communication
with the cloud; usage of light-weighted operations and an
optimized combination of the security methods.
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attribute-based encryption · Model order selection · User
behavior analysis · Secret sharing

1 Introduction

Cloud computing is a new rapidly evolving paradigm in
the world of distributed networking and computation. The
basic features of the cloud environment is providing the
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elastic, on-demand and secure services for the end-users.
While the first two requirements are rather well conceptu-
alized and supported by the majority of the cloud platforms
in use, security is a serious concern of the cloud providers
and governmental organizations as well as academia and
research community [1, 13, 16]. Although for the small and
medium-sized enterprises (SME) the cloud environment is
often the most cost-effective and easily scalable solution,
the security and privacy of the sensitive data in cloud plat-
forms are also not fully conceptualized leading to obscure
and incomplete security paradigms and solutions.

A common practice to provide a cloud solution with sta-
ble security is to use a specific type of cloud service, such
as Cloud Access Security Broker (CASB) or Cloud Access
Control (CAC). These services are specifically designed
to bring security at a single access point and provide the
coordination of the most important security measures. Gart-
ner [32] estimates that such systems will be used by 85%
of companies by 2020. The reason for this is that the
organization of security measures at a single control point
allows to control and to monitor the level of cloud pro-
tection much more effectively. The basic features of the
CASB are: discovery of cloud services, encryption along
with tokenization for better search properties, access con-
trol, Data Loss Prevention (DLP) services, authentication,
and auditing and alerting services [26]. The protection of
the confidential data, according to the standards of CASB
deployment should be provided elsewhere, i.e. in transit and
at the end-user, i.e. end-client, side [5].

Additional security issues and requirements have to be
considered when mobile clients are actively used in corpo-
rate cloud environment [37]. Today more and more organi-
zations and enterprises are functioning in the Bring-Your-
Own-Device (BYOD) paradigm. The uncontrolled usage of
the mobile devices represents a serious risk to the develop-
ment of secure SME cloud platforms being the bottleneck
of the corporate information security system (ISS). While
the enterprise cloud infrastructure based on the web inter-
face can be protected by powerful third-party services, such
as CASB and CAC, the corporate mobile client is usually
light-weighted and generally less protected.

The protection scheme used on a mobile device should be
both computationally secure as well as resource-constrained
due to battery power limitations [23]. Therefore, encrypting
files and generating keys on a mobile device is not con-
sidered a good solution. On the other hand, the protection
schemes with good computational qualities lack the secu-
rity analysis in many cases [22]. The common practice is the
shadow user activities monitoring [37]. However, the mobile
device usage stays unprotected in all the proposed scenarios
while in offline mode.

Suppose that a SME uses CASB to protect data at rest, i.e.
while stored on the server-side, in transit, communicating

with server, and, in use, while the mobile client is connected
to the network. In this case, when the mobile client goes
offline with the sensitive corporate data on board all power-
ful cloud-based tools cannot help and the mobile client has
to secure itself with its own limited resources. Moreover,
due to the resources constraint, there is a crucial difference
in strategy of online and offline mode protection. For exam-
ple, offline mode does not allow performing the extensive
computation and encryption on the mobile device. Observ-
ing the above described landscape, this paper outlines the
concept of the offline mobile cloud security.

This paper proposes a novel approach based on power-
ful cryptographic preventive methods, such as secret sharing
(SSS) [9] and Attribute-based Encryption (ABE) [14] for
securing mobile clients. Moreover, our proposed approach
includes the user behavior analysis based on Model Order
Selection (MOS) [33], in order to detect possible threats,
and to reduce the risks and the harm of the most com-
mon threats, which are the expired user misusing password
and the intruder attack. The key expiration period is safely
incorporated into the proposed system solution in order to
enhance security. Additionally, the behavioral analysis can
indicate well known malicious behaviors, their variations,
as well as novel attacks, which present low or high variance
in comparison to legitimate user behaviors. The main target
of our proposed solution is to provide a maximum defense
at the minimal resource cost.

The paper is structured as follows. Section 2 analyzes
the most common security problems in the mobile cloud
environment and the solutions for offline protection in the
BYOD world. Section 3 outlines the mobile security archi-
tecture of the proposed solution. Section 4 presents the
detailed scheme of the proposed solution to the problem of
offline mobile client security. Section 5 explains the algo-
rithms for the core security methods: AES, ABE, SSS and
MOS. Section 6 discusses the security proofs including the
outline of adversary model, the common threat scenarios,
the data modeling, the complexity analysis and dicussion
of the practical implementation results. Section 7 concludes
the paper.

2 Related works

The increasing usage of BYOD demands more sophisticated
data protection services compared to ordinary computing
environment. A common practice is to provide additional
contextual methods apart from authentication, DLP ser-
vices, and encryption, which can be at rest, in transit and
in use [21, 23, 24, 37]. The contextual methods increase
the security of the mobile client at a maximum level with
minimum resource requirements. The most commonly used
are:
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1. Using geolocation of the device to trace its usage;
2. Setting up the expiration period of an app;
3. Setting up the expiration period of client pass pin;
4. Setting up the counter of failed tries;
5. Secured transfer politics between apps;
6. Restricting access to the corporate app;
7. Restricted or prohibited offline access;
8. Logging and auditing.

Preventing data leakage on the mobile device is a crucial
security problem. Therefore, it is necessary to take addi-
tional control and protection measures for the confidential
data on the mobile devices that leave the boundaries of the
organization. Generally, the most sensitive and confiden-
tial data should not be permitted to be transferred to the
mobile device. However, what if the SME need to allow
their employees to work on such devices and even use them
on the offline mode for the convenience and traffic reducing,
or even for a particular characteristic of the mobile client or
the business itself?

From the theoretical point of view of this problem, there
are several surveys, whose common point is the mobile
cloud as a rapidly developing paradigm that poses many
security and complexity problems [6, 15, 21, 23–25, 28, 31,
35, 37]. Kulkarni and Khanai [25] discuss the most impor-
tant threats related to Mobile Cloud Computing and argue
that there is a need for a lightweight secure framework
that provides security with minimum communication and
processing overhead on mobile devices.

An analysis of the new models of mobile cloud comput-
ing and new ways of using data storage services is presented
in [6, 21, 23, 28]. Commonly, the models and protection
schemes concentrate on the encryption properties and either
perform the computations on their own [36, 38] or use the
cloud provider to off-load the cryptographic operations [18,
30]. Obviously, it is natural the mobile client cannot han-
dle all operations securely without the assistance of a cloud
provider, due to resources constraint and battery limitation.

The necessity to use schemes that function without
putting load on a provider arises when it is desired to make
the mobile client less dependent on the cloud provider,
i.e. corporate client continues to provide the secure access
to the sensitive data without connection to the network.
As discussed in [23], all the currently known schemes of
encryption, performing the computation, either use a cloud
provider [38], a third party trusted agent [15, 36], a com-
bination of both [18] or ad hoc approaches [31]. In some
cases, they concentrate on computational complexity with-
out taking care of user privacy and security [30]. Therefore,
according to [21, 23], the state-of-the-art mobile cloud secu-
rity models do not consider the problem of the offline
security mode.

In many cases the industrial providers of the mobile secu-
rity API avoid the problem by completely forbidding the

offline access to the protected app, i.e. SAP Mocona, which
operates as a secure client wrapping layer [34]. Due to var-
ious constraints such as traffic load, travelling and ease
of access, the SME business procedure may require such
access. To the best of our knowledge, the offline mode secu-
rity problem has not yet been deployed, neither in academia
nor in the industry [21, 23, 24, 37]. Therefore, the main con-
cern of this proposal is the protection of the mobile client
and its data in offline mode, when the functions of data
protection cannot be offloaded to a cloud or a trusted party.

3 The mobile security architecture

The approach proposed in this work describes and imple-
ments the complete lifecycle of the mobile client security
infrastructure. The mobile security processes depend on the
key expiry period, and are used to access the protected stor-
age. Once the user keys expire, the user is requested to enter
his valid credentials, i.e. PIN and password. The mobile
client then sends the credentials to the server for verifica-
tion. Once the new set of access keys is received, the user
can access the protected files in the offline mode, with-
out the access to the server. This means that no further
communication with the server is needed until the key expires.

The core set of functions and protocols can be divided
into three sets of operations as shown in Fig. 1.

Figure 1 describes the mobile client protection both in
online and offline mode. In online mode, the client has
the possibility to connect to the server and the security
of the client is enhanced by the server-backed up mech-
anisms. On the other hand, in offline mode the client’s
security is supported by the standalone mechanisms. Addi-
tionally, the mobile client protection is enhanced by the
threat intelligence unit providing the constant monitoring
and analysis.

Figure 2 depicts the client-side protection mechanisms.
The client should support 4 subsystems: i) encryption sub-
system that contains the procedures of encryption and
decryption; ii) storage subsystem that provides the down-
loaded shares and key storage protection; iii) threat intelli-
gence unit that provides the constant monitoring, and iv) the
communication subsystem. In short, all security procedures
are connected to 4 groups of operations: file request and
receiving; encryption and decryption; file and key storing;
monitoring and analysis.

This architecture consists of the modules of crypto-
graphic functions, threat intelligence infrastructure, com-
munication with server and storage.

The cryptographic functions include the decryption (for
AES and ABE) key restoration for SSS and EKE token gen-
eration procedure. While the AES-ABE hybrid encryption
scheme functions both in the online and offline modes, the
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Fig. 1 The core set of functions and protocols of the mobile cloud
security infrastructure

SSS is used only in the offline mode, while the EKE gen-
eration and executions is used in the online mode. These
operations are described in Subsections 5.1–5.3 and are part
of the Fig. 1.

The threat intelligence infrastructure takes into account
simple actors such as the time counter for the key expiry
period, the counter of unsuccessful tries in order to protect

Fig. 2 The Mobile Client Architecture

from brute force attacks, and MOS-inspired statistics ana-
lyzer. Functions such as alerting and deleting the expired
key belong to this block as well. These functions are
described in Subsection 5.4.

The communication with server includes the separate
sender and receiver to check the user credentials and receive
new keys, which acts based on the EKE protocol. The
remaining data like access list and files can be sent via
unprotected channels.

4 The proposed solution for offline mobile security

This section proposes an approach for the mobile client pro-
tection in which the security is supported both in online
and offline modes. Currently and to the best of our knowl-
edge, the systems of mobile client protection follow a model
where the protected client can operate only when it is
connected to the cloud, which is not always convenient
for the end-user. The basic principles of the mobile client
protection herein proposed are:

1. Optimized communication with the cloud when the
mobile client does not need to be constantly connected
to the server due to the resource constraint and necessity
to secure this communication;

2. Optimized combination of the security mechanisms so
that the mobile client does not need to perform complex
computation like encryption and key generation due to
its resource constraint;

3. Behavioral analysis of user’s operations on mobile
client, which can indicate anomalous or automated
activities performed by attackers.

The most important security issues in the proposed model
arise when the client goes to the offline mode and the user
is still allowed to get the access to the protected SME doc-
uments. In this case, the server can neither monitor the user
activity nor provide the protection methods. The security
should be performed at the mobile client. Additionally, the
maximum protection should be provided at the minimum
resource cost.

In the online mode the mobile client uses the secure com-
munication with the server in order to verify the validity
of user’s credentials. On the contrary, the offline protec-
tion model should be approached independently. Thus, the
proposal is that the authentication/authorization mecha-
nisms in the offline mode should utilize the derived proof
of the user identity. The requirements for the proof are
as follows:

1. The proof is derived from the previous session, in order
to verify that the user is still authorized;

2. The proof should not give access to user password, i.e.
it should not be stored on the app;
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3. The proof should be temporary and have an expiration
period;

4. It should not be directly used in communication with
the server, in order to prevent the malicious user from
mimicking;

5. It should be resilient to offline dictionary attacks;
6. It has to stay effective both in the scenarios of the

malicious outsider and leakage of information when the
formerly authorized user leaves the group.

Such proof cannot be stored on the client, as it is not
possible to guarantee its protection in the offline mode.
Therefore, the most effective way to secure the proof on the
offline mode without performing complex computation is to
share this proof between the mobile client and the user in
a protected manner. In this case, there is no need to store
the function of the user password. The additional argument
against the traditional password verification is the necessity
to check the PIN, which is very small, so the construction
of valid one-way function resilient to the offline dictionary
attacks is difficult.

The proposed architecture for offline mobile security is
represented in Fig. 3.

The Fig. 3 describes the proposed architecture for offline
mobile security, showing the modules responsible for secur-
ing the mobile client, which includes:

1. Protected Storage: the storage is protected with the
shared user key and contains the ABE keys giving
access to the file keys which allow decrypting the stored
files. The outline of the hybrid encryption scheme is
presented in the Section 5.

2. Threat Intelligence Manager (TIM): most attacks
incur into significant variation on the legitimate behav-
ior of information systems, or they adopt well-known
patterns that can be easily detected by monitoring the
system in the case of the offline mode. Signal pro-
cessing techniques have been successfully applied to
anomaly detection [17, 27] and have become a solu-
tion to a problem of improving detection accuracy,
adaptability and computational cost for application on
resource-constrained scenarios. Therefore, signal pro-
cessing can be applied in offline mobile client security,
for evaluating anomalies on user’s behavior, according
to the scenarios in Section 6. Moreover, Model Order

Selection (MOS), which is an effective signal process-
ing technique to separate noise components from the
principal components, can be applied into anomaly and
attack detection [33], to identify and separate mali-
cious behaviors from the legitimate ones. The TIM is
an internal module of the mobile client that implements
offline anomaly detection through signal processing
techniques.

3. Key Management Center: it includes the functions
for maintaining the key expiry period and deleting the
expired keys.

4.1 Offline mode workflow

The user performs the following operations in the offline
mode:

1. Enters the PASS and the 4-digit PIN;
2. Views the list of authorized files kept on the mobile

storage;
3. Open the protected encrypted files;
4. Modify the protected files and save them in an unpro-

tected storage.

The mobile client performs all the cryptographic calcula-
tions in the shadow. These calculations include the key stor-
age, key restoring, decryption and showing the decrypted
files in the mobile client area. Note that the mobile client
does not check the password or PIN validity as it does not
hold the verification proof for the above. Also, the mobile
client keeps track of the user activities and the key expiry.
The complete list of the mobile client activities is presented
in the Fig. 4.

To finalize the description of the offline mode, Figure 5
shows the complete workflow of the proposed mobile appli-
cation in the offline-mode.

The core cryptographic module of the implemented solu-
tion is based on the combination of AES-ABE-SSS meth-
ods, described in the Section 5. The key feature of the
offline security is that the mobile client does not actually
store any part of the user password to be verified. The
mobile client combines its own key with the user share
(PIN and password-derived) in order to restore the ini-
tial KEY SET KEY. If the user provides the wrong share
the mobile client will not be able to recognize it, but will

Fig. 3 Proposed Architecture
for Offline Mobile Security
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Fig. 4 Offline Mode Operations

decrypt the files incorrectly. Additionally, the password
entering is tracked and too many tries in a short time are
considered a threat.

4.2 Offline behavioral analysis

In the proposed client security architecture, the Threat Intel-
ligence Manager (TIM) is responsible for receiving logged
user operations, perform feature extraction, data modeling
and malicious behavior analysis in order to identify possible

Fig. 5 Offline mode authorization workflow

threats, in offline mode. Figure 6 depicts the TIM for offline
behavioral analysis.

As depicted in Fig. 6, users request operations are logged
so that the main features can be monitored in the mobile
client. The user behavior, trying or effectively executing
operations, shall be incrementally captured and logged,
making possible to monitor the main features that can
reveal malicious behaviors, as well as to identify unexpected
behaviors that can reveal possible threats. Therefore, the
user operations are monitored by the client app, which sends
the information to the User Activity Logging (UAL).

The UAL is responsible for the incremental logging of
activities of the mobile client, feature extraction and data
modeling for malicious behavior detection, through the Log
Analysis Center (LAC). As an internal module of the mobile
client, the UAL implements monitors of selected events of
the application, such as a login attempt or a file decryp-
tion, and logs the desired information for further analysis.
The logged information shall be decomposed into selected
features and modeled as matrices, composed of the num-
ber of occurrences of the selected features by its location
and by time. The resultant data is submitted to the LAC, for
anomaly detection.

The LAC performs the behavioral analysis through
eigenvalue analysis and MOS schemes, which identify
anomalies on sparse, subtle or abrupt number of user oper-
ations. The malicious behavior detection is detail described
in Section 5.4.

5 The algorithms, key usage and data protection
methods

In the proposed approach, the kernel encryption scheme
in the mobile client is a combination of several meth-
ods of security. The files are encrypted with 128/256-bit

Fig. 6 The Threat Intelligence Manager Workflow
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AES, while the permanent file keys are encrypted with
the attribute-based encryption. The set of expiring ABE
keys corresponding to the set of files accessible by
user in encrypted with a single expiring AES key
(KEY SET KEY). This key is expiring and is splited by the
server into 4 parts (2 are stored on the device and 2 belong
to the user) by the method of secure secret sharing. The
encryption workflow is outlined in the Fig. 7.

The key hierarchy is explained by Fig. 8 where the key
represented in Fig. 7 serves for decrypting the key for each
level represented in Fig. 8. As it is possible to be observed
in Fig. 8, the master key on the upper level is computed by
means of SSS (Subsection 5.3). It serves for decrypting the
ABE key storage (Section 5.2). The ABE key allows the
user finally decrypt the permanent file share keys. Further,
the file share can be decrypted by means of AES.

This proposed encryption scheme is called as a hybrid
encryption since it uses a combination of different encryp-
tion methods in order to support all requirements to the
encryption scheme used in the proposed infrastructure. Then
it has:

1. AES provides a fast encryption of the data files;
2. ABE permits to support the authorization policy on the

encryption level;
3. SSS allows protecting the key storage by avoiding the

necessity to store the key proof.

In Subsections 5.1–5.3, a detailed description of the
building blocks of the hybrid encryption is provided, and
the proposed malicious behavior detection scheme is detail
described in Section 5.4.

5.1 AES file encryption

The protected files are encrypted on the server side with the
secure 128/256 bit AES encryption, which is currently an
industrial standard. Nevertheless, it is possible to encrypt
the file storage with Blowfish or Serpent which also provide
a high level of safety [19].

Fig. 7 Encryption workflow

Fig. 8 Encryption key hierarchy

The symmetric encryption on a server side is performed
in two steps. First there is a single AES key for preserv-
ing the server storage. Second, when the encrypted file is
sent from the server to the mobile client another unique
AES key is generated, which serves for the encryption on
client side. In other words, along with the encrypted file the
user gets his own unique AES key for decrypting the files
received. This key is protected by attribute-based public key
encryption (ABE).

The scheme of the server-side AES encryption is repre-
sented in Fig. 9.

Usually, the AES encryption key is used as a session key.
In our setting, it is not desirable to re-encrypt the files stored
in the device unless there is a certain specific condition (for
example, the user leaves the domain or a specific group in
the domain (the group of users in the domain contains the
users with the equal access rights, i.e. the same set of acces-
sible file shares) and the file should not be accessible for this
user anymore). This is why AES key in the presented nota-
tion is permanent and defined as FILE KEY. The randomly
generated FILE KEY is unique for each file or set of files
stored on a client.

5.2 ABE encryption to protect the FILE KEY

With each user session, the permanent FILE KEY (unique
AES key) is re-encrypted. The set of FILE KEYs is pro-
tected with the corresponding ABE keys. The unique ABE
model that we propose supports the attribute policy based
on user groups and on file shares, i.e. the key attributes
correspond both to the groups and the file shares.

The model supports the simple selective ABE scheme [8,
10]. The selective scheme for attribute-based encryption is
as follows: if at least one attribute in the set {ti}U is equal to
the attribute in the set {ti}M , the corresponding user U can
decrypt the text M . In other words, as soon as the user and
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Fig. 9 Server-side encryption

share have one attribute in common – the user can get access
to the share. The components of the ABE encryption are:

1. Master-key (MK) which is kept safely on server and
accessible only for the domain administrator and is
given by MK = (t1, t2, · · · , tn, y), where the val-
ues ti are randomly selected from the huge group Zp.
They are the private keys corresponding to the group
attributes. Note, that this is different from the usual PK
encryption: the private keys are controlled by the admin
and not by the users.

2. Public key (PK) depends on the master key values and
is kept in clear allowing users to access the information:
PK = (gt1 , gt2 , · · · , gtn , e(g, g)y). Here e(g, g) is the
bilinear pairing function corresponding to an elliptic
curve. In order to explain the properties of bilinear par-
ing function, let G1 and G2 be two multiplicative cyclic
groups of prime order p. Let g be a generator of G1

and e be a bilinear map, e: G1XG1 → G2. The bilinear
map e has two properties, the non-degeneracy, which
defines that e(g, g) �= 1, and the bilinearity, which
defines that for all u, v ∈ G1 and a, b ∈ Zp, we
have e(ua, vb) = e(u, v)ab [14]. Here w ∈ Z is the
unique security parameter allowing to control the key
generation for each user group.

3. Secret user KEY SET depends on his attribute set.
Here each Di (GROUP KEY) serves for decryption of
the data of a single group of users, for example, related

to some project: {ti}U → D = {Di = g
yw
ti }.

4. Encrypted text M , in this context, M = FILE KEY ,
or the permanent AES symmetric key, which allows to
avoid the file re-encryption. The encryption procedure
is performed by a multiplication. The set of the pub-
lic keys Ei (PUBLIC SHARE KEY) corresponding to
the set of groups able to access the text is kept along
with the encrypted text E: E = Me(g, g)ys, {Ei =
g

ti s

w }, ∀i, ti ∈ {ti}U . Here s ∈ Z is the unique secu-
rity parameter allowing to control the key generation for
each file share.

5. Decryption is division: M = E
Ys .

In order to perform this operation the user needs the pair
of private key Di and public key Ei corresponding to the
attribute ti :

Y s =e(g, g)ys =e(Ei, Di) = e(g
yw
ti , g

ti s

w ) = e(g, g)ys . (1)

The result of decryption is the FILE KEY - the symmetric
AES key that permits to decrypt the contents of protected file.

5.3 Secret sharing scheme to protect the key storage

The attribute-based private keys Di should be protected
while being stored in the device memory. Therefore, server
encrypts the set of Di with a single AES key before send-
ing it to the user device. This AES key (master key)
is denoted by the value KEY SET KEY in our notation.
KEY SET KEY is a secret value and it is split by the secure
method of polynomial modular secret sharing [11, 12] into
the set of 4 shares: KEY SET KEY = PASS + PIN +
TIME + DEV PASS.

The adversary cannot get any information of the
KEY SET KEY unless he possesses all 4 key parts. Here
the values PASS and PIN are predefined similar to the
construction in [12].

The PASS and PIN values are predefined, similar to the
key storing construction based on the polynomial secret
sharing scheme (SSS) in [10].

In this SSS, the following notation is used: S(x) ∈
F2[x] denotes the secret polynomial with coefficients from
the finite field F2 to be computed by pooling the shares
together. s1(x), s2(x) ∈ F2[x] denote the shares of the SSS,
that are used to compute the secret s(x).

The proposed authentication system is based on the
shared storing of the user key. Also, the mobile client acts as
a dealer in the SSS. Using the SSS ensures that the key can
only be accessed by an authenticated user. The participants
of the (2, 2)-threshold SSS are the user and device. The user
share s1(x) is computed based on the PIN and the PASS
entered by the user. Additionally, the current time value
TIME is used in the calculation of the share. Let s(x) = d

and s1(x) = f (P IN +PASS+T IME), where f is a one-
way (hash) function that transforms the data into the string
of the desired length:

{
S = s mod p0

S = s1 mod p1
(2)

According to the CRT:

S ≡ s1p0p0
−1

p1 + s1p1p1
−1

p0 + mod p0p1 (3)
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Here, p0 and p1 ∈ F2[x] denote the public moduli of the
polynomial SSS [10, 11] and s ∈ F2[x] denotes the inter-
mediate secret value. The formulae for these moduli, secret
and participants’ shares directly follow from the definition
of polynomial SSS construction.

Thus calculated DEV PASS is written to the permanent
device memory. The user share is not saved. Otherwise,
it would allow an attacker to locally validate the restored
private key.

5.4 MOS for threat intelligence

In the context of anomaly-based schemes for attack detec-
tion, the proposed behavioral analysis approach applies
signal processing techniques, such as Principal Compo-
nent Analysis and Model Order Selection schemes [33], for
automatic detection of attacks or malicious behaviors.

Model Order Selection is an effective signal process-
ing technique for several applications, allowing separating
the only noise components from the principal components
applying a rank reduction of the data.

Applying MOS to the analysis of user operations can
be effective in order to reveal the occurrence of malicious
behavior during an offline session. MOS for threat intelli-
gence requires that the target features, which can be user
operations, should be modeled as a matrix composed by the
number of occurrences by location and time, and grouped
into Q time frames. Therefore, the framework considers the
time variations of the matrix X(q) ∈ R

M×N , with q =
1, . . . , Q, in order to detect the occurrence of malicious
behaviors. For example, one element of X(q) can represent
the number of file readings on folder m during the minute
n, from file operations logged by the mobile client.

The MOS schemes can rely on sample covariance of
zero mean variables (called as zero mean covariance for the
sake of simplicity) and sample covariance of zero mean and
unitary standard deviation (called as zero mean and stan-
dardized covariance for the sake of simplicity) variables,
where the former is useful to identify abnormalities caused
by large amounts of operations during a period, while the
latter is applied to identify anomalies on sparse or subtle
number of file operations.

Classical approaches to model order selection require the
computation of the sample covariance matrix R̂(q)

yy and of
its eigenvalues, obtained from the measurement matrix X of
the zero mean samples given by

y(q)
m = x(q)

m − x̄(q)
m . (4)

The set of obtained vectors y(q)
m composes the zero mean

matrix Y(q), then the zero mean covariance matrix R̂(q)
yy can

be estimated as follows

R̂(q)
yy = 1

N
Y(q)Y(q)T

, (5)

where R̂(q)
yy means the estimation of the sample covariance

matrix from the measured zero mean matrix Y(q) over N

minutes of the time frame q.
For MOS based on sample covariance of zero mean

and unitary standard deviation, in order to identify anoma-
lies with sparse or subtle behavior, it is required, for each
variable, to make the standard deviation unitary as follows

z(q)
m = x(q)

m − x̄(q)
m

σ
(q)
m

. (6)

The set of vectors z(q)
m composes the matrix Z(q), then the

zero mean and standardized covariance matrix R̂(q)
zz can be

calculated via

R̂(q)
zz = 1

N
Z(q)Z(q)T

. (7)

Once the R̂yy or R̂zz have been obtained for MOS in
order to anomaly detection, for the sake of simplicity, we
refer to R̂yy or R̂zz as a matrix C. Therefore, the next step
of the algorithm is the eigenvalue decomposition (EVD),
calculated according to C(q) = V(q)�(q)V(q)T

, in order to
obtain the vector of eigenvalues e, as following:

e(q) = diag(�(q)), (8)

The eigenvalues should be sorted in descending order,
as defined by λ

(q)

1 > λ
(q)

2 > λ
(q)

3 > · · · > λ
(q)
m , to

make possible the selection of the first eigenvalue in the
obtained sequence, represented by λ

(q)

1 , which is the largest
eigenvalue of the data evaluated for attack detection.

The process of obtaining the X(q) ∈ R
M×N and the

matrix C(q), finding the largest eigenvalue for each q-th
time frame, should be repeated until q = Q, in order to
obtain the largest eigenvalue of all time frames, as presented
by

E =

⎡
⎢⎢⎢⎢⎢⎢⎣

λ
(1)
1 λ

(2)
1 λ

(3)
1 · · · λ

(Q)
1

λ
(1)
2 λ

(2)
2 λ

(3)
2 · · · λ

(Q)
2

λ
(1)
3 λ

(2)
3 λ

(3)
3 · · · λ

(Q)
3

...
...

. . .
...

λ
(1)
m λ

(2)
m λ

(3)
m · · · λ

(Q)
m

⎤
⎥⎥⎥⎥⎥⎥⎦

. (9)

Since λ
(q)

1 > λ
(q)

2 > λ
(q)

3 > · · · > λ
(q)

m−1 > λ
(q)
m , then the

first line of the matrix E contains the largest eigenvalues of
each q-th time frame, which is the expected input for MOS
schemes and can be expressed as

emax = E{:, 1} = [λ(1)
1 , λ

(2)
1 · · · λ(Q)

1 ] (10)

Once obtained the largest eigenvalues of each q-th time
frame, it is possible to apply a selected MOS scheme to
estimate the model order d̂, which is the estimated number
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of time frames with malicious behavior. Therefore, emax is
used as input parameter for MOS schemes, according to the
equation

d̂ = MOS(emax) (11)

Note that some MOS schemes may also require the
amount of time that compose a time frame, such as d̂ =
MOS(emax, M). For more information about MOS schemes,
interested readers are referred to [7].

6 Results and analysis

This section provides the detailed analysis of the results
the proposed approach regarding security and complexity
analysis.

6.1 Security analysis

The security analysis of the proposed model was performed
both from the point of implemented cryptographic mecha-
nisms and from the user behavioral analysis. Two common
attack scenarios were analyzed. First, the malicious out-
sider trying to infect or steal the important files. Second, the
malicious expired user trying to steal the important files.

6.1.1 Adversary model

The proposal is to use a restricted adversary model. In other
words, the actions of the adversary are predicted within the
outlines model and scenarios. For example, it is not possible
to guarantee the security of the decrypted document once
the user copies its content to another file.

In the analyzed scenarios, it is assumed that the adversary
can:

1. Steal the user keys one-by-one while the mobile client
performs decryption, if the attacker is outsider;

2. Use expired key to decrypt the files, if the attacker is
insider;

3. Steal the encrypted files.

It is also assumed that the adversary can not:

1. Perform offline dictionary attack and cryptanalysis, i.e.
does not have the possibility to verify user credentials
apart from entering them in the mobile client;

2. Steal the decrypted files.

6.1.2 Security analysis

In the offline mode the mobile client does not store the user
password (see Section 4.1 for details), i.e. no information

about the password leaks, and therefore there is no possi-
bility for the malicious user to check if the password he is
trying to enter is correct or not. The possible scenario for the
information leakage in the case of the malicious outsider is
if:

(a) The hacker steals all the parts of KEY SET KEY;
(b) The hacker steals the KEY SET;
(c) The hacker try the brute force offline dictionary attack

on all the previous values, they have to belong to ONE
TIME SESSION (the values of ”a” and ”b” belong to
one period of time i.e. TIME, DEV PASS, KEY SET);

(d) Steal the permanent FILE KEY (this is protected by
the KEY SET);

(e) Steal the file and try to decrypt it with offline dictio-
nary attacks.

Still, the hacker has to get 4 values from one ses-
sion: TIME, DEV PASS, KEY SET, FILE KEY. At the
same time he should try the offline dictionary attack on
PIN+PASS. Moreover, the 4 values provide access only to 1
single file. So practically, it is very difficult to perform such
attack due to the key expiration period. In accordance with
the conditions 1 and 3 of our adversary model, the above
actions are not possible for such adversary in the conditions
presented.

The temporary nature of all parameters obliges the user to
connect to server when necessary and prevents the malicious
actions from the user side. The possible scenario when mali-
cious or expired user wishes to prolong his old credentials
is:

(a) Steal the file and try to decrypt it with offline dictio-
nary attacks.

(b) He has to be able to combine;
(c) He has to steal the KEY SET synchronized with his

credentials;
(d) He has to steal the protected FILE KEY (also synchro-

nized) and encrypted file;
(e) He has to do everything without the mobile client

(because the client checks the TIME and renews the
PUBLIC SHARE KEY).

Basically, for a malicious user there is practically no way
to use the mobile client with the old keys. The fact that
the client does not contain any data to be checked or vali-
dated does not prevent the user from seeing the contents of
decrypted files, but with the wrong password the decrypted
files will be different from the original ones.

The mobile client still has to count the tries (to pre-
vent the hacker to perform brute force attack) within one
session. In accordance with the conditions 2 and 4 of the
adversary model, the above actions are not possible for such
adversary.
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6.1.3 Common threat senarios

This section provides the detailed description of the com-
mon scenarios in which the log and behavioral analysis is
provided. The behavioral analysis can help to keep the user
or administrator informed of the threat and take actions,
as well as it can be useful in order to implement threat
preventions or reactive actions to avoid threat propagation.

Scenario 1 An attacker uses a valid password to perform
operations on a bulk of files.

The session time defines the period when operations can
be performed until the next session renewing. During this
period, it is still necessary to identify attacks and malicious
behavior on file operations, in order to avoid fast attacks to
perform unauthorized access to information or data modi-
fication. Some attacks present behavioral patterns based on
abrupt number of operations, such as the ransomware attack,
which is a growing attack [29] that blocks the access to valu-
able resources and requires a payment in order to unblock
the content. The access to the resources can be blocked by
the attacker through some techniques, when the content is
encrypted by the attacker, the ransomware attack can be
called cryptoransomware [20].

MOS schemes based on zero mean covariance analysis
are effective to reveal abrupt changing of behaviors over
time [33], making possible to identify intense malicious
behaviors on offline mode of mobile clients, such in case of
ransomware attack or bulk access to sensitive data.

The large number of operations over time is a well-
known pattern of some attacks, due to the efforts on security
measures to make the attacks infeasible over time. In this
context, the operations can also be evaluated in contrast to
the estimated required time for operations done by legit-
imate behaviors, such as the evaluation of the mean time
between operations, highlighting the occurrence of infeasi-
ble behaviors in comparison to legitimate user activities.

Sparse or subtle file operations, with low number of oper-
ations distributed over different files or directories, during
short period of time can indicate anomalies in contrast to
the required time for legitimate directory navigation. MOS
and zero mean and standardized covariance analysis can
be suitable if applied to evaluate the time and location of
operations, in order to identify unreachable navigation, if
compared to legitimate navigation

The MOS based on zero mean covariance analysis indi-
cates abnormalities caused by large amounts of operations
during a period. Subsequently, the eigenvalue analysis high-
lights massive or concentrated operations over time or folder
location, which is evaluated by MOS schemes in order
to identify the number of malicious behaviors during the
evaluated time.

This threat scenario, where an attacker uses a valid pass-
word and session to perform operations on a bulk of files,
can have its steps described as:

(a) The hacker has access to the mobile client and is able
to perform operations;

(b) The session time is valid;
(c) The hacker tries to perform legitimate operations,

such as file decryption, encryption, reading, writing or
directory navigations;

(d) The mobile client incrementally append each operation
attempt time into the logging;

(e) The MOS module evaluates the logging of legiti-
mate operations, applying zero mean and standardized
covariance analysis to identify anomalies on sparse
or subtle number of file operations, highlighting the
occurrence of infeasible behaviors in comparison to
legitimate user activities;

(f) The MOS module evaluates the logging of legitimate
operations, applying zero mean covariance analysis to
identify abnormalities caused by massive operations
during the session time.

Scenario 2 Usage of expired password to perform unautho-
rized operations.

In the offline mode, the session time is used to restrict
the operations during a specified period, although it is pos-
sible to manipulate the current time in mobile device, to
emulate a period in which the session was valid. The log
analysis by MOS can deal with this kind of threat, through
the incremental logging of the time when each operation
was performed, followed by the behavioral evaluation of
operations over time.

The incremental logging assumes that new logged oper-
ations shall have equal or bigger time than the last logged
operation, the violation of this rule means that the system
is out of sync and indicates a malicious behavior. Addition-
ally, a large amount or sparse operation performed at the
same time, or during a short period, can indicate the use of
backtrack techniques to maintain a valid session during nec-
essary time to perform an attack. Massive, subtle or sparse
malicious operation performed during a valid session time
can be identified by MOS schemes based on covariance
analysis.

Applying MOS to the analysis of the time between user
operations can be effective in order to reveal the occur-
rence of malicious behavior during an offline session. The
MOS based on zero mean and standardized covariance anal-
ysis identifies anomalies on sparse or subtle variation in
the number of file operations, since the eigenvalue anal-
ysis highlights the unexpected number of sparse (such as
file operations on diverse folders) or subtle operations.
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Consequently, the result of the eigenvalue analysis is applied
to MOS schemes, in order to identify the occurrence of
malicious behaviors during the valid session.

The MOS based on zero mean covariance analysis indi-
cates abnormalities caused by large amounts of operations
during a period. The eigenvalue analysis based on the zero
mean covariance matrix highlights massive or concentrated
operations over time or location, which is evaluated by
MOS schemes in order to identify the number of malicious
behaviors during the evaluated time.

This threat scenario, where the attacker uses expired
password to perform unauthorized operations, can have its
steps described as:

(a) The hacker steals the operating system;
(b) The hacker modifies the time of the operating system

to a period when the session was valid;
(c) The hacker has access to the mobile client and is able

to perform operations;
(d) The hacker tries to perform legitimate operations,

such as file decryption, encryption, reading, writing or
directory navigations;

(e) The mobile client incrementally append each operation
attempt time into the logging;

(f) The mobile client verifies if one logged time is older
than the last operation time. If it is true, the MOS
module classifies the evaluated operation as malicious;

(g) The MOS module evaluates the logging of legiti-
mate operations, applying zero mean and standardized
covariance analysis to identify anomalies on sparse or
subtle number of file operations;

(h) The MOS module evaluates the logging of legitimate
operations, applying zero mean covariance analysis to
identify abnormalities caused by massive operations
during the session time;

6.1.4 Data modeling for behavioral analysis

MOS schemes are used in order to identify anomalous
behavior that can indicate an attack and be used to prevent
or avoid attack propagation. Therefore, it is necessary to
analyze the data that can be collected from user operations
on mobile client, to identify features that can be modeled
and submitted to MOS schemes, according to described in
Section 5.4.

The selected features shall be modeled as matrices which
represents a signal superposition containing noise, legiti-
mate and malicious behavior [33], grouped into time frames
X(q) ∈ R

M×N , with q = 1, 2, 3, . . . , Q , where M defines
the decomposition of a selected feature, N defines the time
decomposition and represents the number of occurrences of
the feature m during the time n.

In offline mode, the user is still allowed to get access
to operations that do not require communication with the
server side. These operations and their selected features
shall be incrementally logged by the UAL of the mobile
client, in order to be analyzed by the TIM to identify
malicious behaviors.

This work proposes to evaluate the following features, which
represents events of the user operating the mobile client.

File Access (Time and File System Location), i.e. data
access to selected files in offline mode, accessing the data
stored on the mobile client. The file access feature can be
decomposed into more detailed features, which are:

1. file decryption;
2. decrypted file reading;
3. decrypted file execution.

Therefore, it is necessary to generate three matrices for
the following malicious behaviors analysis:

(a) massive file access, which can reveal data leakage and
be identified by MOS schemes based on zero mean
covariance analysis;

(b) low file access into several folders, characterized by
sparse operations that can reveal unreachable naviga-
tion performed by automated file accesses in order to
avoid the massive file access characterization;

(c) Malicious sparse file accesses can be identified by
MOS schemes based on zero mean and standardized
covariance analysis.

File Update (Time and File System Location), i.e. writ-
ing operations into selected files in offline mode, writing the
data stored on the mobile client. The update feature can be
decomposed into:

1. file encryption;
2. decrypted file writing.

Therefore, it is necessary to generate two matrices for
malicious behaviors analysis, such as:

(a) massive file update, which can reveal ransomware or
similar attacks and be identified by MOS schemes
based on zero mean covariance analysis;

(b) low number of file update into several folders, charac-
terized by sparse operations that can reveal unreach-
able navigation performed by automated file accesses
in order to avoid the massive file access characteriza-
tion. Malicious sparse file accesses can be identified by
MOS schemes based on zero mean and standardized
covariance analysis.
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File Download (Start Time, End Time and File System
Location), i.e. download requests in online mode, evalu-
ated by the mobile client. The file download feature shall be
modeled as the matrix of number downloads by file location
over time, in order to perform malicious behaviors analysis,
such as:

1. massive data leakage or similar attacks, which can
be identified by MOS schemes based on zero mean
covariance analysis;

2. low number of file download from several folders,
characterized by sparse operations, which can reveal
unreachable navigation performed by automated file
download in order to avoid the massive file download
characterization. Malicious sparse file download can be
identified by MOS schemes based on zero mean and
standardized covariance analysis.

File Upload (Start Time, End Time and File System
Location), i.e. upload requests in online mode, evaluated
by the mobile client. The file upload feature can reveal
attempts of ransomware or similar attacks and be identified
by MOS schemes based on covariance analysis. Therefore,
it is necessary model the matrix of number uploads by file
location over time, in order to perform malicious behaviors
analysis, such as:

1. massive file upload, similar to ransomware attack,
which can be identified by MOS schemes based on zero
mean covariance analysis;

2. low number of file upload to several folders, charac-
terized by sparse operations, which can reveal unreach-
able navigation performed by automated file upload
in order to avoid the massive file upload characteriza-
tion. Malicious sparse file upload can be identified by
MOS schemes based on zero mean and standardized
covariance analysis.

6.2 Complexity analysis

The results show that the lower window size leads to
the larger eigenvalue decomposition time, but the largest
eigenvalue decomposition time, which was the maximum
of 421 milliseconds with average of 347.42 millisec-
onds. This result highlights an acceptable speed even for
the worst evaluated scenario, which is the case using a
Galaxy GT-I9300 for processing 6MB with window size of
10 minutes.

The complexity analysis depends on the operation that
the user and the mobile client perform in order to keep
the app protected. In the offline mode the mobile client
performs the following actions:

1. Combine the PASS + PIN + TIME + DEV PASS =
KEY SET KEY → SSS secret restoring;

2. Decrypt the KEY SET with the KEY SET KEY →
symmetric 128/256 AES decryption;

3. Select the SHARE KEY from the KEY SET → no
calculation;

4. Decrypt the FILE KEY with the SHARE KEY → ABE
decryption;

5. Decrypt the file with the FILE KEY → symmetric
128/256 AES → decryption;

6. Modify the TIME periodically → timer;
7. Count the tries within the TIME → count;
8. Modify or delete PUBLIC SHARE KEY → no calcu-

lation;
9. Malicious behavior detection → eigenvalues calculation.

It is easy to check that in the offline mode the mobile
client does not perform complex calculations and does not
use the resources extensively due to the fact that the ini-
tial key is shared and the mobile client only performs
decryption, which is not a time-consuming operation. Thus,
the proposal supports the concept of the light-weighted
client, i.e. the most consuming actions are ABE and AES
decryption.

Table 1 Speed of decryption on a client device

Device Model File set size Mean time of get-
ting decrypted stream
(ABE)

Mean time of decrypt-
ing content (AES)

Mean time of copying
file without decrypt

Mean time of decryp-
tion (the whole file)

SM-T320 Galaxy Tab Pro 8.4 10 mb 1041 ms 4230 ms 298 ms 5271 ms

SM-T320 Galaxy Tab Pro 8.4 1 mb 811 ms 319 ms 23 ms 1130 ms

SM-T320 Galaxy Tab Pro 8.4 1 kb 1078 ms 1 ms 0 ms 1080 ms

GT-I9190 Galaxy S4 Mini 1 b 1167ms 2 ms 0 ms 1169 ms

GT-I9190 Galaxy S4 Mini 1 kb 1141ms 2 ms 0 ms 1144 ms

GT-I9190 Galaxy S4 Mini 1 mb 1138 ms 368 ms 35 ms 1506 ms

GT-I9190 Galaxy S4 Mini 10 mb 1131 ms 3618 ms 324 ms 4750 ms
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Table 2 Speed of receiving the list of files

Files quantity Samples Average (ms) Min (ms) Max (ms) Std. Dev. Error (%) Throughput KB/sec Avg. Bytes

1 1000 131 29 321 31.56 0.00% 74 161.32 2233

10 1000 154 37 269 32.24 0.00% 63.4 659.79 10656

100 1000 396 68 1055 87.56 0.00% 25 2323.2 95308

1000 1000 2879 475 4634 496.02 0.00% 3.4 3178 946311

Similarly, in the online mode the mobile client does not
perform resource-consuming actions apart from J-PAKE
construction which is used to renew the user/app master key
(DEV PASS):

1. Generates keys for J-PAKE → this can be a resource-
consuming action. In the future we suggest to replace
J-PAKE with SIS-based PKE [3, 4];

2. Sends and receives data in the clear;
3. Performs actions 1)-7);
4. Performs the action 8) and sends the log data for server

side analysis.

The proposed concept of mobile client security has been
implemented in the Storgrid protected cloud environment
[2]. Therefore, the approach is correlated with the practical
usability requirements: the corporate user continues to use
the mobile storage app in offline and does not need to reload
the files every time the key is renewed. This methodology
can be used in other mobile clients. The common advantage
is that the mobile client performs the operations both in the
offline and online mode and uses the key expiry and ABE
to protect the privacy of the corporate data.

Table 1 presents the results of mobile client secu-
rity workflow testing and demonstrates that the proposed
scheme decrypts the data with acceptable speed. One can
compare the speed of ABE/AES decryption (keys and actual
data) and the speed of the whole decryption process.

Table 2 demonstrates the results of testing the speed of
the mobile client for receiving and displaying the list of
files. The client was tested for displaying up to 1000 files.
Around 100 requests were generated from 10 threads. It is
possible to observe that the client receives and displays the
list of files depending on the user attributes with acceptable

average speed, showing that the proposed protection scheme
is usable.

Table 3 demonstrates the results of performance testing
of the keys generation procedure on server. It is possible to
observe that the performance does not decrease drastically
with the increase of particular user shares. Each key sample
generated contains the domain member code, key data and
the sharing key value for each file sharing code. It is possible
to conclude that the proposed client is not overloaded with
calculations due to the carefully selected mathematical oper-
ations. It can be successfully used and provides acceptable
level of security.

The log analysis of the Log Analysis Center (LAC) has
been implemented and evaluated for offline anomaly detec-
tion in mobile clients, making it possible to apply anomaly
detection techniques in a lightweight fashion, considering
low processing requirements for deal with the resource con-
straints of mobile clients. The evaluation considered the
required processing time for anomaly detection from log
analysis, measuring the data modeling time through the
UAL, the eigenvalue decomposition time and the required
time for the EDC MOS scheme execution, which is the
scheme that requires less processing capacity and provides
more anomaly identification accuracy [7, 33].

The experiments were performed in two mobile devices,
Galaxy GT-I9300 and Galaxy Tab SM-T800, with varia-
tions of log size and window size. The Galaxy GT-I9300
has Quad-core 1.4 GHz Cortex-A9 processor and 1 GB
RAM, while the Galaxy Tab SM-T800 has its processing
capacity composed by Quad-core 1.9 GHz Cortex-A15 and
quad-core 1.3 GHz Cortex-A7, and 3 GB RAM.

Table 4 presents the data modeling time and the process-
ing time of eigenvalues decomposition calculations to be
applied to anomaly detection from user operation logs of

Table 3 Speed of generating the user keys

Label Samples Average (ms) Min (ms) Max (ms) Std. Dev. Throughput KB/sec Avg. Bytes

Login 5 shares available 1000 982 225 1990 271.88 20.1 146.36 7459

Login 10 shares available 1000 1140 340 4176 459.3 17.3 223.88 13218

Login 25 shares available 1000 1267 887 2303 192.75 15.5 294.55 19466
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Table 4 Data modeling and eigenvalue decomposition time

Device Log size (MB) Window (min) Modeling (ms) Avg. Eig. (ms) Std. Eig. (ms) Eig. Min. (ms) Eig. Max. (ms)

Galaxy GT-I9300 6 60 107 209.52 18.58 183 276
Galaxy GT-I9300 6 40 115 227.26 18.13 191 289
Galaxy GT-I9300 6 20 89 268.14 21.94 229 315
Galaxy GT-I9300 6 10 90 347.42 24.11 304 421
Galaxy GT-I9300 4.1 60 20 60.90 15.19 37 106
Galaxy GT-I9300 4.1 40 20 68.72 15.71 43 114
Galaxy GT-I9300 4.1 20 34 89.04 16.78 54 133
Galaxy GT-I9300 4.1 10 21 117.24 14.36 96 171
Galaxy GT-I9300 1.4 60 10 159.82 15.82 125 197
Galaxy GT-I9300 1.4 40 10 168.06 15.90 139 220
Galaxy GT-I9300 1.4 20 11 204.4 20.46 176 269
Galaxy GT-I9300 1.4 10 13 259.00 21.34 220 315
Galaxy Tab SM-T800 6 60 7 59.30 6.55 54 74
Galaxy Tab SM-T800 6 40 8 62.56 7.05 56 80
Galaxy Tab SM-T800 6 20 10 73.28 8.59 65 95
Galaxy Tab SM-T800 6 10 8 93.48 9.13 83 130

Galaxy Tab SM-T800 4.1 60 11 18.64 4.51 16 38

Galaxy Tab SM-T800 4.1 40 11 19.64 5.12 17 38

Galaxy Tab SM-T800 4.1 20 12 25.12 5.55 21 46
Galaxy Tab SM-T800 4.1 10 12 32.32 7.29 27 55
Galaxy Tab SM-T800 1.4 60 4 49.08 6.01 42 62
Galaxy Tab SM-T800 1.4 40 5 51.42 7.36 44 74
Galaxy Tab SM-T800 1.4 20 5 51.12 7.80 54 91
Galaxy Tab SM-T800 1.4 10 7 75.24 7.71 65 90

Table 5 EDC MOS scheme processing time for anomaly detection

Device Log size (MB) Window (min) Avg. EDC. (ms) Std. EDC. (ms) Min. EDC. (ms) Max. EDC. (ms)

Galaxy GT-I9300 6 60 5.27 4.04 3 20
Galaxy GT-I9300 6 40 10.78 6.37 6 34
Galaxy GT-I9300 6 20 32.62 12.44 21 88
Galaxy GT-I9300 6 10 115.08 17.45 88 158
Galaxy GT-I9300 4.1 60 5.68 4.18 3 23
Galaxy GT-I9300 4.1 40 10.76 5.31 7 27
Galaxy GT-I9300 4.1 20 37.58 10.30 23 61
Galaxy GT-I9300 4.1 10 125.98 18.56 101 191
Galaxy GT-I9300 1.4 60 4.92 3.49 3 17

Galaxy GT-I9300 1.4 40 9.00 4.23 6 25
Galaxy GT-I9300 1.4 20 30.14 9.21 19 62
Galaxy GT-I9300 1.4 10 100.62 15.83 69 163
Galaxy Tab SM-T800 6 60 1.84 0.65 1 3
Galaxy Tab SM-T800 6 40 3.26 1.24 2 7
Galaxy Tab SM-T800 6 20 10.90 2.40 9 21
Galaxy Tab SM-T800 6 10 41.86 7.33 34 60
Galaxy Tab SM-T800 4.1 60 1.85 0.60 1 3
Galaxy Tab SM-T800 4.1 40 3.62 1.10 2 8
Galaxy Tab SM-T800 4.1 20 12.04 2.79 9 22
Galaxy Tab SM-T800 4.1 10 40.16 6.48 35 60
Galaxy Tab SM-T800 1.4 60 1.98 0.89 1 6
Galaxy Tab SM-T800 1.4 40 3.30 1.16 2 7
Galaxy Tab SM-T800 1.4 20 10.48 2.90 8 21
Galaxy Tab SM-T800 1.4 10 34.52 4.08 30 45
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Storgrid mobile client. The information presented by col-
umn are the device model, the log size in megabytes, the
window size in minutes, the data modeling time in mil-
liseconds, the average of eigenvalue decomposition time in
milliseconds, the standard deviation of eigenvalue decom-
position time in milliseconds, the minimum of eigenvalue
decomposition time in milliseconds and the maximum of
eigenvalue decomposition time in milliseconds.

Table 5 presents the processing time of EDC MOS cal-
culations applied to anomaly detection from user operation
logs of Storgrid mobile client. Table 5 respectively presents
the device model, the log size in megabytes, the window
size in minutes, the average of EDC calculation time in mil-
liseconds, the standard deviation of EDC calculation time
in milliseconds, the minimum of EDC calculation time in
milliseconds and the maximum of EDC calculation time in
milliseconds.

It is possible to observe that the processing time increases
with the window size decreasing, similar to the results
for eigenvalue decomposition time. The longest processing
time measured is lower than 200 milliseconds, even con-
sidering window size of 10 minutes or processing 6 MB
of user operation log. This result represents an acceptable
processing time for anomaly detection in mobile clients.

7 Conclusion and future work

An important security issue faced by corporations that use
cloud-based systems is how to provide security mechanisms
to support offline corporate mobile clients. Once a mobile
client releases the connection with the corporate cloud,
no security measure implemented in the cloud infrastruc-
ture assures the protection of sensitive data stored in the
mobile device. Aware of this problem and its importance,
this work presented a proposal to address the offline mobile
security problem combining a different cryptographic meth-
ods. Moreover, this proposed approach also prevents mali-
cious user behavior by applying a MOS-based analytic
method.

As prove of concept, a fully working mobile applica-
tion was developed to test the proposed security solution
and acquired results provide evidence that besides achieving
the desired security features, the solution also has positive
results in terms of performance. This fact is due to the usage
of lightweight operations and the optimized combination of
the selected security methods. The proposed approach is a
practical application to be used in the corporate mobile envi-
ronment. It is implemented as a fully working mobile client
and can be used for any type of enterprise. Also, part of
concept is seed for new security solutions for big data apps.

Future works in the area can further explore enhance-
ments in the analytics methods as well as to extended the

approach to be used by mobile devices with even more
severe resources constraints.
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