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Abstract. The Internet and other computer resources became 
also means for criminal activities. Regardless the types of crimes 
investigated, law enforcers seize from crime scene a large quantity 
of equipments and media containing evidences for investigation. 
After a forensic examination of the evidences, a forensic report is 
issued by computer forensic examiners. In order to recovery and 
analyze the evidences seized with higher accuracy, a well structured 
computer forensic laboratory is essential. 

In this paper, we present the basic elements of a standard computer 
forensic laboratory as well as the tools associated with it, not only 
in terms of functionalities and aims but also in terms of hardware 
and software. For the software part, we present commercial and 
free solutions.
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I. Introduction

Computer forensics deals with computer-based evidence 
investigation, and consists of preparation, identification, 
preservation, and analysis of data stored, transmitted, or 
produced by a computer system or computer network [1], 
and also of issuing a forensic report. In other words, computer 
forensics is a process of identifying, preserving, analyzing, 
and presenting digital evidence in a manner that is legally 
acceptable via the application of computer technology to the 
investigation of computer-based crime [2]. 

Computer forensics is becoming so usual that computer 
forensic laboratories are not only found in law enforcement 
agencies, but also in private companies, research centers, and 
universities. Furthermore, private forensic investigation is 
done by many specialized private companies and universities 
offer computer forensic courses. 

The main goal in computer forensics is to prove the 
materiality, authorship and circumstances of an investigated 
fact by assigning responsibility of an event by processing the 
evidences found on computer resources. Therefore, the forensic 
experts and investigators are required to understand very well 
the principles behind their technologies and solutions. Note 

that the computer data itself only forms the evidence, and not 
any conclusion the forensic examiner may have [1].

The research on computer forensics is mainly conducted by 
law enforcement organizations, industry, and academia [4]. 
A computer forensic laboratory is necessary to develop their 
research, to make forensic analysis, to train professionals, and 
to teach computer forensic techniques.

According to Francia III [5], computer forensic tools can 
be divided into three main categories: imaging, analysis, 
and visualization [5]. Imaging tools are used to imaging 
volatile memory, disk and file imaging, write blocking, and 
for integrity code generators and checkers; analysis tools are 
used for data and file recovery, searching for text strings, file 
conversion, searching, and for data mining; and visualization 
tools are used for time-lining, and link analysis [5].

Both private companies and government security 
agencies are striving to improve computer forensic tools 
[6], since ability to cover the criminal tracks [6], using anti-
forensics techniques and tools are also being enhanced. In 
this context, the importance of a laboratory with specifics 
tools, in terms of hardware and software, is very important 
and necessary.

In this paper, we present the basic elements of a computer 
forensic laboratory not only in terms of functionality and 
aims, but also in terms of hardware and software.

This paper is organized into 5 sections, including this 
introduction. The methodology of computer forensic 
examination is overviewed in Section 2.  In Section 3, the 
environment and hardware for a computer forensic laboratory 
are described, while in Section 4, the softwares for a computer 
forensic laboratory are mentioned. Conclusions are drawn in 
Section 5.

II. Methodology of Computer Forensic 
Examinations

In this section, we overview the methodology used on 
computer forensic examinations, which usually consists of 5 
steps: (a) identification, (b) preparation, (c) imaging forensic 
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data, (d) forensic data analysis, and (e) forensic report issuing. 
Forensic examinations only get started under a forensic 
request, made by investigators who are dealing the case. After 
this request, forensic examiners start to work, and usually 
follow the five steps sequentially. Forensic request should 
contain questions regarding the case. Forensic examiners 
have to answer all forensic request questions based on the 
analysis of the seized material. 

In the first step (a) identification, digital evidences 
sized on a crime scene need to be identified. Responsible 
for the seizure have to write a report, in order to specify 
everything captured, with type of evidence, trademark, 
serial number, memory capacity, exact place where it was, 
and people to whom it belongs. Based on that report, 
forensic examiners write these evidences characteristics 
on the forensic report.

During the second step (b) preparation, all forensic 
examination is performed based on a document, called 
“forensic request”. This request is analyzed, in order to verify 
if there is sufficient information to start the examinations. 
Forensic examiners can coordinate the investigation and 
examination with requesters in order to determine additional 
steps. They also setup and validate forensic hardware and 
software. Afterwards, based on the forensic request and on the 
data to be analyzed, forensic tools are selected, for instance: 
tools for evidence analysis, data recovery, decryption and 
password cracking, steganography analysis and mobile 
forensics examination.

In the third step c) imaging forensic data, forensic 
examiners have to make a forensic imaging of the evidence 
data, since they are not allowed to work directly on the 
original evidences due to the risk to modify and/or to damage 
evidences. Hence, after this step, the forensic examiners work 
just based on the copies of the evidences.

The fourth step d) forensic data analysis is the process to 
discover evidentiary information in the computer evidences 
based on the forensic request. In some cases, this information 
is not apparent to the investigators or may be protected 
by passwords or encryption. Forensic examiners may use 
specific softwares, such as FTK,  EnCase, SleuthKit and 
others, in order to locate, undelete, and put available all user’s 
files, for instance, .pdf, Microsoft Office files and email. Note 
that the exemplified files are usually the most important for 
the investigation.

In the last step e) forensic report issuing, a forensic report 
may be issued based on the forensic request, and on the 
forensic data analysis. All forensic procedures done during 
the examination may be written in this report, as well as all 
important evidence discovered. The questions of the forensic 
request need to be answered in this report.

III. Environment and Hardware for a Computer 
Forensic Laboratory

A Computer Forensic Laboratory needs at least an 
infrastructure with no-break, Gigabit Network, Access Point, 
scanner, printer, digital camera, multimeter, symmetrical 
power supply DC, DVD printers, and some other tools. A 
room with locked door for suspected material is also needed, 
so that all sized computer, media, and other computer 
resource are stored on this room. Only two or three people 
from the laboratory have password and access to this room, 
in order to limit and to control the access to this place.

Usually forensic examinations need virtual machines, 
such as malicious code analysis and packet sniffing. Forensic 
examiners and investigators use to perform packet sniffing, in 
order to investigate network activities, and they need a virtual 
machine, since they may need to use a different OS or their 
data are infected with malicious code.

Both Computer Forensic Laboratories – based on 
commercial and on free software - need many equipments in 
order to process forensic data, to make the examination, and 
to issue the forensic report.  Computer media change very 
quickly, and many times old medias are seized from crime 
scene to be investigated. Consequently in a computer forensic 
laboratory old devices are needed to read these medias. 

Next, we present the hardware of a Computer Forensic 
Laboratory. 

3.1. Forensic Examiner Workstation and Server 
Cluster

Forensic Examiners need to have a workstation with RAM 
DDR3 ECC 12GB, two 20” monitors, USB mouse, two 256GB 
SSD, two 3TB HD, webcam, headset, flash memory readers, 
Windows 8 Pro, Microsoft Office, Firewall, antivirus, external 
HD connection, blu-ray recorder, and four 3TB SATA II HD. 
With this workstation, forensic examiners can make their 
examination and issue the forensic report.

A load-balancing cluster of server with a group of linked 
computers is needed in a computer forensic laboratory. 
This server cluster shares the decryption analysis execution 
workload, working as they were a single virtual machine, in 
order to recover passwords from data under examination. 

3.2. Data imaging
As mentioned in Section 2, forensic examiners never can 

do their examinations directly on the seized original media, 
but just on an imaged hard drive. In order to make copies 
of the suspect data seized, forensic imaging tools are needed. 
We suggest the Image MASSter Solo 4 (see Figure 1) and 
Logicube Dossier to capture data from IDE, SATA, laptop 
drives, SCSI drives, as well as, from Flash Cards.
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Figure 1. Forensic imaging tool (Image MASSter – Solo 4).

3.3. Media readers and portable computer 
laboratory

In some investigations, many medias are seized, such as 
diskettes, zip disks, and backup tapes (LTO, DAT, SDLT). 
Our forensic computer laboratory has these media readers 
in order to access and to image the suspect data and then to 
make forensic examinations.

A portable computer laboratory is an equipment with a 
bag size (see Figure 2), is portable for live forensic analysis 
in a crime scene, and is reliable for hard drive imaging and 
forensic analysis. These equipments are built to be used 
outside the laboratory and have tools to acquire data from 
IDE, SATA, USB, and SCSI interfaces.

Figure 2. Forensic Portable Lab (RoadMASSter-3).

3.4. Mobile forensics tools  
Since mobile phones have a considerable memory, for 

instance, 64 GB or more, and a significant processing power, 
these phones may also contain evidences of illicit activities. 
The branch of Computer Forensic known as Mobile Phone 
Forensics is responsible for extracting data from mobile 
phones, including deleted data, to be used as criminal 
evidences. 

Considering all devices seized as crime evidence, cell 
phone devices are already ranked on second place, just after 
the Hard Drives on first place. 

On this context, some companies, such as Cellebrite [15], 
AccessData [16], Paraben [17], and others, developed many 
forensic mobile tools, that are both software and hardware 
components (see Figure 3). Mobile phones used to have a 
great number of connectors, so that forensic examiners need 
a hardware device with all kind of cables, in order to access 
data from all mobile cell phones, as well as to charge them. 

In a computer forensic laboratory, we recommend the 
Cellebrite UFED Touch Ultimate, Cellebrite UFED Chinex, 
Logicube CellXtract, and Logicube CellDECK Forensic. 
These technological solutions represent what is best in the 
market and enable the extraction and recovery of data from 
cell phones, securely and friendly, ensuring high productivity 
of forensic experts, and also high quality of forensics reports.

Figure 3. Example of a cell phone forensic tool.

IV. Softwares for a Computer Forensic 
Laboratory 

In this section, we present the commercial and free 
solutions of softwares for computer forensic. 

4.1. Forensic laboratory based on commercial 
software  

A computer forensic laboratory should be based on 
commercial software and the market offers many commercial 
computer forensic softwares. We indicate the AccessData 
FTK and Guidance EnCase for evidence analysis; VM 
Ware Workstation to run virtual machines; OfficeRecovery 
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Ultimate, EasyRecovery and GetDataBack for data recovery; 
AccessData DNA/PRTK for decryption and password 
cracking; StegAlyzerAS and StegAlyzerSS for steganography 
analysis; WinHex Specialist and Xways Forensics for hex 
editor; and also Mobile Master Corporate Edition, and 
AccessData Mobile Phone Examiner for mobile forensics 
examination.

Although these products are expensive, the performance 
of forensic examiners grows considerably, when these 
softwares are employed. Moreover, forensic reports quality 
are enhanced, since appropriate tools helps to find deleted or 
hidden important files for the investigation. 

4.2. Forensic laboratory based on free software  
Some free and open source forensic softwares are available 

in the market, including data analysis tools. One of them is 
the “Sleuth Kit” [18], a collection of tools to support forensic 
analysis in suspect digital data. Autopsy is a user friendly 
interface to make forensic data analysis easier, based on 
Sleuth Kit. 

Free and open source code tools are not as good as 
commercial ones. Sleuth Kit and Autopsy are good free 
solutions, but they still need improvements with respect to 
new features.

There are some other open source forensic softwares, for 
data carving, such as Foremost, PhotoRec, Scalpel, Recover 
My Files; for wipe, such as KillDisk, CMRR and Secure Erase. 

V. Conclusion
In this paper we presented the elements of a standard 

computer forensic laboratory. Moreover, we presented 
the forensic examination methodology, the laboratory’s 
functionalities and aims, some computer forensic tools, and 
also an approach for a laboratory with commercial and with 
open source forensic software.

A well structured computer forensic laboratory is needed 
not only at law enforcement agencies but also at private 
companies, research centers, and  universities. Specific 
forensic hardware, such as server clusters for decryption 
analysis, data imaging, media readers, portable computer 
lab and mobile forensic tools are also required. Moreover, 
forensic softwares for evidence analysis, mobile phone data 
processing and decryption analysis are also crucial. 

A computer forensic laboratory cannot depend only on 
free software, since the quality of free tools provided by the 
community is not comparable to commercial solutions. 
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