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Abstract—This paper is concerned with the analog encryp-
tion/decryption problem based on the synchronization of hy-
perchaotic systems. Basically, by using Lyapunov arguments, a
synchronization algorithm is introduced to allow the encryp-
tion/decryption of information signals. In contrast to what is
found in the literature, the proposed scheme uses hyperchaotic
underactuated oscillators (transmitter/receiver), which synchro-
nize even in the presence of bounded perturbations in all states.
Simulations are provided to validate the theoretical results.

Index Terms—Cryptography, Hyperchaotic Systems, Secure
telecommunication, Lyapunov Theory.

I. INTRODUCTION

The study of chaos, and especially, the synchronization
of chaotic systems, has been intensified over the last few
years [1]–[6]. Synchronization of chaotic systems is frequently
proposed in the literature and has attracted considerable at-
tention, especially to the engineering community, due mainly
to its application to secure communication [3], [10]–[15],
encryption [16]–[18], neural computing [19]–[22], economics
[23], biological systems [24], and biomedical engineering [25],
[26]. Particularly, the synchronization of chaotic systems for
secure communication has become popular since 1990 with
the introduction of the work of Pecora and Carroll [7]. The
Pecora and Carroll method (PC) describes the synchronization
of two identical master-slave systems and its application to
secure communication. Since then, several types of synchro-
nization have been defined, such as anti-synchronization [4],
[8], complete synchronization [5], lag synchronization [9], and
others.

Communication systems based on synchronization, such
as chaotic signal masking, have been successfully applied
to secure communication [27]. Chaotic masking consists of
encoding the information by adding it to chaotic signals in
the transmitter. The masked information is then transmitted to
the receiver where it is decrypted when the master and slave
systems are synchronized [28].

In most studies regarding chaotic systems synchronization,
the dimension of the control input is the same that of the
state vector. On the other hand, insofar as the synchronization
of chaotic systems is considered, synchronization where the
number of control input is less than the number of state
variables has sometimes been discussed [29], [30].

However, synchronization schemes for underactuated hy-
perchaotic systems are rarely found in the literature. For
instance, in [8], the anti-synchronization problem is addressed
by using a sliding mode controller. Numerical simulations
were presented to show the effectiveness of the proposed
scheme. However, the anti-synchronization was achieved with
the use of two inputs described by sophisticated control laws,
which make the circuit implementation difficult. In additon,
disturbances were not taken into account, and applications to
anti-synchronization were not considered. In [31], an adaptive
synchronization of a hyperchaotic system was proposed. The
synchronization was achieved with a single-input linear feed-
back controller and in the presence of uncertain parameters.
However, disturbances were not considered, and an application
for such synchronization was not shown. In [5], a complete
synchronization of two identical delay hyperchaotic systems
via a single-input control and linear control law was suggested.
However, as in [31], disturbances were not considered, and
applications for secure telecommunication were not proposed.
In [32], a sliding mode control scheme was utilized to achieve
the synchronization of a hyperchaotic circuit with a single
input, but also, neither disturbances nor applications in secure
communications were considered. Also, the complexity of the
proposed control law limits further circuit implementation and
its consequent application to secure telecommunication.

Because of the statements above, it can seen that all pre-
viously cited works present some drawbacks: 1) the presence
of disturbances in the theoretical analysis was not considered,
2) the application of the proposed synchronization for secure
communication is scant, 3) circuit implementation was not



considered, and 4) the underactuated case was rarely consid-
ered.

In virtue of the facts mentioned above, in this paper,
the synchronization of an underactuated hyperchaotic system
and its application to secure communication is considered.
More specifically, the problem of hyperchaotic synchroniza-
tion based on a single control input is considered. However,
in contrast to the literature, we consider the presence of distur-
bances in the stability analysis, with a positive impact on the
robustness of the method, and also apply the proposed scheme
to secure communication. Finally, extensive simulations were
performed to show the performance of the proposed approach
and its effectiveness in analog encryption for parallel secure
telecommunication.

II. PROBLEM STATEMENT

At first, we defined the hyperchaotic systems used in this
work. Consider the master Lü hyperchaotic system [33]:

ẋm = a(ym− xm)

ẏm = cym− xmzm +wm

żm = xmym−bzm

ẇm = zm−dwm

(1)

and the perturbed underactuated slave Lü hyperchaotic system:
ẋs = a(ys− xs)+h1(t)
ẏs = cys− xszs +ws +h2(t)+u
żs = xsys−bzs +h3(t)
ẇs = zs−dws +h4(t)

(2)

xm, ym, where zm, and wm are the state variables of the master
system and xs, ys, zs, and ws are the state variables of the slave
system. The systems parameters are a = 15, b = 5, c = 10, and
d = 1. The slave system disturbances are h1(t), h2(t), h3(t),
and h4(t), and u is the control signal.

Assumption 1: We assume that the disturbances are
bounded. More precisely,

h1(t)≤ h̄1

h2(t)≤ h̄2

h3(t)≤ h̄3

h4(t)≤ h̄4

(3)

being h̄1, h̄2, h̄3, and h̄4 unknown constants.
Then, by considering Assumption 1, this paper proposes

the synchronization of (1) and (2) by using a scalar control
signal only in the second state, irrespective of the presence
of disturbances, which can affect all the states of the slave
system.

Remark 1: It is interesting to notice that systems (1) and (2)
are different for the sake of the presence of disturbances. This
fact relaxes the assumption of ”identity of structure,” which
is usually found in the literature (see, for example, [5], [31],
[32], and the references therein). Disturbances are inevitable
in practical implementations because of the tolerance of the

components, environmental conditions, and electromagnetic
noise, among others.

Remark 2: By a trial and error procedure, a scalar control
in the second state of the slave system was selected. This
configuration was suitable to ensure the synchronization of
both hyperchaotic systems with small errors. This fact was
also confirmed using Lyapunov analysis.

III. SYNCHRONIZATION ERROR AND PROPOSED SIGNAL
CONTROL

By defining the synchronization errors as
e1(t) = xs− xm

e2(t) = ys− ym

e3(t) = zs− zm

e4(t) = ws−wm

(4)

and by employing (1) and (2), we have


ė1 = a(e2− e1)+h1

ė2 = ce2− e1e3− e1zm− e3xm + e4 +h2 +u
ė3 = e1e2 + e1ym + e2xm−be3 +h3

ė4 = e3−de4 +h4

(5)

Once the error equations associated with the synchroniza-
tion have been defined, the main result of the paper is
summarized in what follows.

Theorem 1: Consider the master and slave systems de-
scribed by (1) and (2), and the proportional control law defined
by

u =−ψe2 (6)

where ψ is a positive constant defined by the designer. Then,
the synchronization error converges in finite time to the
compact set Ω =

{
e ∈ℜ3 | ||e|| ≤ θ

}
, being θ > 0.

Proof Consider the following Lyapunov function candidate

V =
1
2
(γe2

1 + e2
2 + e2

3 + e2
4) (7)

where γ > 0. The time-derivative of (7) along the trajectories
of (5) results

V̇ = γe1ė1 + e2ė2 + e3ė3 + e4ė4 (8)

By replacing (5) and (6) in (8), we obtain

V̇ =−γae2
1− e2

2(ψ− c)−be2
3−de2

4 + e1e2(aγ+ zm)

+ e1e3ym + e2e4 + e3e4 + e1γh1 + e2h2 + e3h3 + e4h4
(9)

On the other hand, it is easy to show that
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By using (10), (9) implies

V̇ ≤−e2
1
[
γa−0.5

(
1+ y2)]− e2

2[ψ− c−0.5(aγ+ z)2 +2.5]
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(11)
By defining ρ1 = γa− 0.5

(
1+ y2

)
, ρ2 = ψ− c− 0.5(aγ+

z)2+2.5, ρ3 = b−3, ρ4 = d− 3
8 , and β =

γ2h2
1

2 +
h2

2
2 +

h2
3

2 +2h2
4,

(11) can be recast as

V̇ ≤−e2
1ρ1− e2

2ρ2− e2
3ρ3− e2

4ρ4+β (12)

Since ρ3 > 0, ρ4 > 0, and ψ and γ are arbitrarily defined
by the designer, it is possible to set them to make ρ1 and
ρ2 positive numbers. By defining ρ = min {ρ1,ρ2,ρ3 ρ4}, (12)
can be rewritten as

V̇ ≤−ρ ||e||2 +β (13)

Define the compact set Ω =
{

e ∈ℜ4 | ||e|| ≤ θ
}

. Based on

(13), we have V̇ ≤ 0, when ‖e‖ >
√

β

ρ
:= θ. Since θ is a

positive constant. it can be claimed that the synchronization
error is uniformly ultimately bounded ( [34]). In addition, the
convergence to the residual set Ω is in a finite time, due to
the particular form of (13) ( [34]).

IV. SIMULATION

The master and slave systems were synchronized by using
the control law (6) with ψ = 10000. This control gain was
required to obtain adequate performance in all simulations.
The initial conditions for the master slave and systems were
xm(0) = 0.1, ym(0) = 0.1, zm(0) = 0.1, wm = 0.1, xs(0) =−10,
ys(0) =−5, zs(0) = 5, and ws(0) = 10, respectively. All sim-
ulations were implemented by employing Matlab/Simulink®
and Multisim®.

To make the chaotic systems implementable, the master and
slave systems were scaled in size to 4%. Also, to evaluate
the robustness of the proposed method in the presence of

disturbances, we chose the following scaled disturbances,
h1(t) = 0.04sin(5t), h2(t) = cos(3t), h3(t) = 0.02sin(3t), and
h4(t) = 0.001sin(6t).

By using analog electronics, the hyperchaotic systems were
implemented with a control signal being applied to the second
state of the slave system, as can be seen in Figures 1-5.

Figure 1. Circuit for the first state. R1 = R2 = 1.0kΩ, R3 = R4 = 15.0kΩ,
R5 = R6 = 5.0kΩ, R7 = 5.0Ω, R8 = 10.0kΩ and C1 = 0.1µF .

Figure 2. Circuit for the second state. R9 = 2.0kΩ, R10 = 5.0kΩ, R11 =
R12 = 50.0kΩ, R13 = 50.0Ω, R14 = 10.0kΩ and C2 = 0.1µF .

Figure 3. Circuit for the third state. R15 = 1.0kΩ, R16 = R17 = 5.0kΩ,
R18 = 25.0Ω, R19 = 10.0kΩ and C3 = 0.1µF .

Figure 4. Circuit for the forth state. R20 = 5.0kΩ, R21 = R22 = 1.0kΩ,
R23 = 1.0Ω, R24 = 10.0kΩ and C4 = 0.1µF .



Figure 5. Control law and disturbances. R25 = R26 = 1.0Ω, R27 = R28 =
10.0kΩ.

Figs. 6-13 show the synchronization performance for all
states. The synchronization is achieved in a few seconds and
the residual synchronization error is close to zero. Although
the synchronization of the fourth state of the slave system
occurs at approximately t = 4s, see Figure 9, this is not a
restriction. It is interesting to notice that other convergence
times can be obtained by scaling the hyperchaotic circuits in
frequency, which can be made according to the requirements
of the designer. Based on Figs. 6-13, we can conclude that the
proposed synchronizer is stable and robust in the presence of
disturbances.

Figure 6. Synchronization result of xm(t) and xs(t).

Figure 7. Synchronization result of ym(t) and ys(t).

Figure 8. Synchronization result of zm(t) and zs(t).

Figure 9. Synchronization result of wm(t) and ws(t).

Figure 10. Synchronization error of x(t).



Figure 11. Synchronization error of y(t).

Figure 12. Synchronization error of z(t).

Figure 13. Synchronization error of w(t).

In the sequence, the application of the proposed syn-
chronization scheme for analog cryptography is shown. The
encryption/decryption of three messages is deemed, where
the original messages were m1(t) = 0.3sin(3t)+0.06cos(20t),
m2(t) = 0.3sin(2t)+0.1cos(15t)+0.02cos(30t), and m3(t) =
0.06sin(5t) + 0.03sin(15t). Basically, these messages were
masked by adding them to the first, third, and forth state of the
master system (chaotic carrier), respectively. Next, the trans-
mitted messages were decrypted by using m̂1(t) = −e1(t)+
m1(t), m̂2(t) =−e3(t)+m2(t), and m̂3(t) =−e4(t)+m3(t). It

is noteworthy that the synchronization scheme and decryption
algorithm only use available signals on the receiver.

Figs. 14-21 show the performance of the synchronization of
the slave and master systems in the presence of the introduced
messages and disturbances. Figs. 22-30 depict the performance
in the encryption/decryption of the messages. To better evalu-
ate the performance of the encryption system, message errors
were defined as m̃1(t) = m̂1(t)−m1(t), m̃2(t) = m̂2(t)−m2(t),
and m̃3(t) = m̂3(t)−m3(t) and plotted in Figs. 28-30

Figure 14. Synchronization performance of xm(t) and xs(t) using Matlab.

Figure 15. Synchronization performance of ym(t) and ys(t) using Matlab.

Figure 16. Synchronization performance of zm(t) and zs(t) using Matlab.



Figure 17. Synchronization performance of wm(t) and ws(t) using Matlab.

Figure 18. Synchronization error of x(t).

Figure 19. Synchronization error of y(t).

Figure 20. Synchronization error of z(t).

Figure 21. Synchronization error of w(t).

Figure 22. Original message 1 (blue) and encrypted message 1 (red) obtained
using Matlab.



Figure 23. Original message 2 (blue) and encrypted message 2 (red) obtained
using Matlab.

Figure 24. Original message 3 (blue) and encrypted message 3 (red) obtained
using Matlab.

Figure 25. Original message 1 (blue) and encrypted message 1 (red) obtained
using Matlab.

Figure 26. Original message 2 (blue) and encrypted message 2 (red) obtained
using Matlab.

Figure 27. Original message 3 (blue) and encrypted message 3 (red) obtained
using Matlab.

Figure 28. Error between the original message 1 and the decrypted message
1.



Figure 29. Error between the original message 2 and the decrypted message
2.

Figure 30. Error between the original message 3 and the decrypted message
3.

Based on Figs. 6-30, we can conclude that the proposed syn-
chronization scheme is stable, practical, and easy to apply. On
the other hand, it can also be applied to secure communication
systems. However, the application performance depends on the
power of the information signal and disturbances, which have
to be sufficiently lower than the power of the chaotic carrier
and message, respectively.

V. CONCLUSION

A simple scheme for synchronization of a class of under-
actuated hyperchaotic systems has been proposed. Based on
Lyapunov theory, a simple control law, which only acts on one
state, has been devised to ensure the finite-time convergence
of the synchronization error to a small neighborhood of zero,
despite the presence of bounded disturbances. Besides, the
proposed methodology has been successfully applied to the en-
cryption/decryption of messages. Exhaustive simulations using
Matlab/Simulink® and Multisim® have been accomplished
to validate the theoretical results and show their application.
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