
Reflective Middleware to Support Mission-Driven 
Heterogeneous Sensor Networks 

ABSTRACT 
Emerging uses of sensor networks in different kinds of 
sophisticated applications are being possible due to several 
advances in sensor/embedded system technologies. However, the 
integration and coordination of heterogeneous sensors is still a 
challenge, especially when the target application environment is 
susceptible to constant changes. An approach that promises a 
good result is to provide general directions to the network, such as 
a mission, and use in-network intelligence to make the network 
perform the mission accomplishment. Such systems must adapt 
themselves in order to fulfil requirements that can also change 
during the system runtime. Moreover, the changes that occur in 
the scenarios require services located at different places during the 
system runtime. Thus a reflective behaviour must be provided. 
This paper presents a reflective middleware to support a network 
mission establishment and to address the adaptation needs of 
heterogeneous sensor networks deployed in dynamic scenarios. 
This middleware presents specific handlings to address concerns 
related to real-time, service adaptation and resource allocation by 
in-network reasoning. These concerns are addressed mainly by the 
use of multi-agents and aspect-oriented concepts. 

Categories and Subject Descriptors 
C.3 [Computer Systems Organization]: Special-Purpose and 
Application-Based Systems – Real-time and embedded systems. 

I.2.9 [Artificial Intelligence]: Robotics – Autonomous vehicles, 
Sensors. 

I.2.11 [Artificial Intelligence]: Distributed Artificial Intelligence 
– Multiagent systems. 

General Terms 
Management, Design. 

Keywords 
Sensor Networks, Heterogeneous Sensors, Self-adaptation, 
Reflective Middleware. 

1. INTRODUCTION 
Applications of sensor network are becoming more complex due 
to the use of different kinds of mobile and sophisticated sensors, 

which provide more advanced functionalities [1]and are deployed 
in dynamic scenarios where context-awareness is needed [2]. To 
support those emerging applications, an adaptable underlying 
infrastructure is necessary. The current proposals suggest the use 
of a middleware, such as TinyDB [3]. However, this kind of state-
of-the-art middleware presents important drawbacks that make 
them not useful in new emerging applications, they are: (i) the 
assumption that the network is composed only by a homogeneous 
set of basic or very constrained low-end sensors; (ii) the lack of 
intelligence of such network that compromises the adaptability 
required to face changing operation conditions, e.g. lack of QoS 
management and control. Adaptability is a major concern that 
must be addressed due to: (a) long deployment time of wireless 
sensor networks may require flexibility in order to accomplish 
changes in the users’ requirements during usage life time of the 
network; (b) wireless sensor networks are deployed in highly 
dynamic environments, implying that applications have to be 
flexible enough in order to continue being used in these scenarios. 
In such environments, services are required in different places at 
different times, resources must be reallocated in order to fulfill 
specific requirements and assure compliance with different 
constraints, and nodes that satisfy specific constraints during a 
period can become unable to continue its work after changes. 
Moreover, real-time requirements are especially hard to be met, 
and QoS management must therefore be flexible, allowing 
renegotiation among nodes during the system runtime [4]. 

This paper presents a reflective middleware to support 
sophisticated sensor network applications based on a mission-
driven approach and that must adapt its behavior according to 
changes in the environment and the application demands. The 
idea is that the users specify the missions to be accomplished by 
the network using a high-level language in which they describe 
the desired data and constrains to gather them, representing goals 
of the mission. In order to promote the missions accomplishment, 
the concept of multi-agents is used to provide the reasoning about 
the network and, besides other things, to decide about service and 
resource allocation, time-related requirements and QoS control. 
The reasoning of the agents, characterizing the self-reflection of 
the middleware, decides about the adaptations that must take 
place based on the mission goals. These adaptations are than put 
in practice by the use of aspects that weave desired behaviors in 
middleware and by the movement of mobile-agents that move 
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around in the network in order to provide different services in 
different places as required in a specific time.  

The remaining of the text is organized as follows: Section 2 
presents some related works. In Section 3 presents an overview of 
the proposed middleware. Section 4 presents the concept of 
mission and its definition. Section 5 presents the proposed 
approach to use agents to provide reflection and adaptation, while 
Section 6 gives some concluding remarks and directions of the 
future work. 

2. RELATED WORKS 
Agilla [5] is one of the precursors of the use of mobile agents in 
middleware for WSN. This approach uses agents that can move 
from one node to another, and it also allows multiple agents to run 
in the same node. These characteristics provide the desired 
features of energy saving, as the agents can run near to the data 
avoiding unnecessary communication. In comparison with the 
present proposed approach, the use of agents is not restricted to 
move services around the network but also to help in the network 
reflection and adaptability. Besides, additional techniques are 
used, such as aspect-orientation.  

AWARe [6] is a project that proposes a middleware which the 
goal is to provide integration of the information gathered by 
different type of sensors, including WSN and mobile robots. Our 
proposal has also the goal to address heterogeneous sensor, but 
also concerns like QoS and runtime reflection to address changes 
in the environment and in the network. 

In [7] an approach that uses Artificial Intelligence to configure an 
underlying middleware is presented. This approach uses the 
concepts of missions and goals to plan the allocation of tasks in 
the nodes of the network. The difference for the proposal 
presented in the present paper is that they do not address 
heterogeneous nodes, and that the intelligence is outside of the 
middleware, just sending “commands” or adjusting its parameters. 
In the present approach, the agents make part of the middleware, 
spreading intelligence over the network. 

3. MIDDLEWARE OVERVIEW  
The general idea is to develop a flexible middleware that can be 
used to support applications in heterogeneous sensor networks. In 
the context of this paper, heterogeneity means that nodes in the 
network may have different sensing capabilities, computation 
power, and communication abilities, running on different 
hardware and operating system platforms. The main goal is that 
the proposed middleware fits both low-end and rich sensors. In 
order to achieve this goal, aspect and component oriented 
techniques will be used in a way similar to the approach presented 
in[8], [9] and [10] and the mobile multi-agents approach [11].  

Low-end sensors are those with simple capabilities, such as 
piezoelectric resistive tilt sensors, needing limited processing 
support and communication resource capabilities. Rich sensors 
comprehend powerful devices like radar, visible light cameras or 
infrared sensors that are supported by moderate to high computing 
and communication resources. Thus, in order to deal with these 
very distinct capabilities, the proposed middleware must be 
lightweight, while being scalable and customizable. For instance, 
it might handle the node’s resource usage in order to assist tasks 
distribution among different nodes that are capable to accomplish 

them. Another feature of the middleware is to help provide the 
quality of the data required by a certain user’s demand, such as 
accuracy and precision. Better results can be achieved by 
choosing the correct set of sensors to perform measurements and 
data collection. The mobility characteristic is also related to the 
heterogeneity addressed by the middleware. Sensor nodes can be 
static on the ground or can move themselves on the ground or fly 
over the target area in which the observed phenomenon is 
occurring. The Figure 1 graphically represents the idea of the 
heterogeneity dimensions considered in this work.  

The input to the sensor network system, coordinated by the 
proposed middleware, is seen as a “mission” that the whole 
network has to accomplish. In order to allow that, a high-level 
Mission Description Language (MDL) is being formulated based 
on the C/ATLAS test language [12]. This language will allow the 
specification of data (at a high level of abstraction) in which the 
user is interested, including constraints regarding timing and 
location limits as well as the measurement rate or accuracy 
desired. This high-level user information will be translated to 
system parameters, such as QoS related parameters. The proposed 
language will also allow hierarchical description of the mission 
goals, with establishment of priorities and other details, for 
instance, the application of comparison metrics to evaluate how 
well the mission is being accomplished. The priorities given to 
missions will also affect specific system parameters, such as QoS 
parameters.   

 
Figure 1. Heterogeneity Dimensions 

The middleware must perform its actions also in very dynamic 
and changing scenarios. Thus the set of sensors chosen in the 
beginning of a mission may not be the most adequate during for 
the whole mission. For example, an area surveillance system 
receives the mission to survey an area that may not allow traffic of 
certain kinds of vehicles. Ground sensors are set to alarm in the 
presence of undesired vehicles. Additionally, Unmanned Aerial 
Vehicles (UAV) equipped with visible-light cameras is set to fly 
to the area where a ground sensor has issued an alarm to verify the 
occurrence. However, a sudden change in the weather, e.g. the 
area becomes foggy or cloudy, turns the use of a visible-light 
camera useless. This type of change in the operational conditions 
must be supported by the middleware, which must be able to 
choose a better alternative, among the set of available options, for 
instance by choosing an infrared camera instead.  

The middleware is divided in three parts or layers indicating that 
they are partly using each other in a specific order. Figure 2 



presents the overview of the layers of the proposed middleware, 
and a description of each layer is provided as follows. 

 
Figure 2. Overview of the Middleware Layers 

The bottom layer is called Infrastructure Layer, which is 
responsible for the interaction with the underlying operating 
system and for the management of the sensor node resources, such 
as available communication capacities, remaining energy, and 
sensing capabilities. This layer also coordinates the resource 
sharing based on application needs passed through the upper 
layers. Services provided by upper layers may need some resource 
sharing support, which is encapsulated in the infrastructure layer. 
As an application uses such a service, the corresponding layer 
asks for the infrastructure layer to manage the access control to 
the required resources.  

The intermediate layer is called Common Services Layer, which 
provides services that are common to different kinds of 
applications, such as QoS negotiation and control, quality of data 
assurance, data compression and the handling of real-time 
requirements, including storing of parameters. Other concerns 
such as deadline expiration alarms, timeouts for data 
transmissions, number of retries and delivery failure 
announcements, resource reservation negotiation among 
applications (based on priorities and operation conditions), 
dynamic bindings, synchronous and asynchronous concurrent 
requests are also handled by this layer. 

The top layer is called Domain-Services Layer and has the goal to 
support domain specific needs, such as data fusion support and 
specific data semantic support to allow the production of 
application-related information from raw data processing. Fuzzy 
classifiers, special kinds of mathematical filters and functions that 
can be reused by applications of the same domain will be found in 
this layer.  

Multiple applications can run concurrently in the network. The 
middleware handles resource sharing and provides data sharing 
among applications that need the same type of data, allowing a 
better energy use in resource constrained nodes. In powerful 
nodes, with more energy available, the middleware can provide 

more complex services aiming at the handling of rich data, such as 
those related to image processing, and pattern matching. This also 
means that such nodes can take some of the burden from meager 
nodes. 

“Smile faces” in the Figure 2 represent agents that can provide 
specific services in a certain node at a certain moment of the 
system runtime. A special region (called agents-space) links them 
throughout the layers, allowing the exchange of information. The 
Infrastructure Layer, in the bottom, has just one agent, which is 
responsible for planning and reasoning activities. The agents 
positioned in the other two layers represent mobile agents that are 
used to provide specify services that can be added or removed 
from nodes. 

Concerns that affect elements in more than one layer of the 
middleware, such as security, are represented as cross-layer 
features. In Figure 2, the “locks” and “keys” in the left-side plan 
represent this idea for the security concern example. These 
crosscutting concerns will be addressed in our middleware with 
the aspect-oriented approach presented in [8] and [9], but details 
about this usage are out of the scope of this paper.  

Dark lightning bolts represent the communication activities 
between applications and the middleware, in the upper part of the 
Figure 2, and between the middleware and underlying operating 
system and hardware (including sensor devices) in the lower part 
of the Figure 2. Light lightning bolts in the middle of Figure 2 
represent communication among internal elements of the 
middleware. 

4. MISSION-BASED APPROACH 
The use of the sensor network is structured in a mission driven 
way, where the network receives a global mission that have to 
accomplish. This global mission represents a high-level concept 
of what the user desires from the network. This global mission is 
divided in sub-missions, called node-missions, which are assigned 
to individual nodes. The achievement of the goals of each node-
mission by each node will corroborate for the accomplishment of 
the global-mission. In order to complete their assigned node-
missions, the nodes perform several minor tasks related to their 
individual inside capabilities and devices. Like this, a hierarchy 
among these concepts can be drawn, having the global mission in 
the top, followed down by the node-missions and, in the level of 
abstraction of the node, followed by tasks. In the following, a 
formal description of these concepts is provided. 

Global Mission: It is a tuple composed by a set called SM, which 
is a sub-set of all possible node-missions that could be assigned to 
a node; a set called SN, which is a sub-set of all the nodes in the 
network; a mapping function MM, which maps the SM into SN; 
and a quality function QF, which evaluates the mapping provided 

by MM. It is represented by: QFMMSNSMGM ,,,= , 

where, M is the set of all possible node-missions; 

SM is a set of node-missions (sub-set of M) that can be assigned 

to the nodes: { }MmmSM ii ∈= | , { }Ii ,...,1∈ , where “I” 

is the total number of possible missions (the number of elements 

of set M) or MSM ⊂ ; 



Each node-mission im is represented by a tuple composed by a 

set of measurements that must provide (SME), a set of 
conditions to the measurements (SCM), and a relation C that 
maps the set of conditions in the set of 

measurements: CSMCSMEmi ,,= , where SME, and 

SMC are sub-set respectively of the set of possible measurements 
(ME) and of the set of possible conditions that can be attributed to 
the measurements, measurements conditions (MC), which can be 
related to periodicity, accuracy, time interval, range, among other. 

Like this: MESME ⊂ and MCSMC ⊂ . C is the relation 
that maps conditions in measurements, where one measurement 
can be linked to none or several conditions and the same is true 
for conditions in relation to measurements: 

( ){ }SMEmeSMCmcmemcrC jkjk ∈∈== ,| , 

{ } { }JjKk ,...,1,,...,1 =∈ , where “K” is the total number of 

possible measurements conditions in the network (number of 
elements of the set MC) and “J” is the total number of 
measurements in the network (number of elements of the set ME). 

N is a set of all nodes that compose the network; 

SN is a sub-set of nodes in the network (a sub-set of N): 

{ } { }VvNnnSN vv ,...,1,| ∈∈= , where “V” is the total 

number of nodes in the network (the number of elements of the set 

N) or NSN ⊂ ; 
MM is the mission-mapping function that maps each node-
mission to a certain node. A node in SN can perform one or more 
node-missions, but each node-mission is atomic (from the entire 
network point of view), it means that it can be assigned to only 

one node: 
( ){ }

{ } { }VvIi

SNnSMmnmfMM vivi

,...,1,,...,1

,,|

∈∈
∈∈==

; 

QF is a function that evaluates the mapping provided by MM, 

given a grade between 0 and 10 for each par( )vi nm , : 

∑= ixQF  where,  

( ) [ ]10,0,,|, ∈∈∈= iviivi xSNnSMmxnmg . 

In order to achieve the goals of an assigned node-mission, a node 
must perform several different tasks. These tasks (called node-
tasks) can be to read a value from the sensor device or to turn on 
or off the sensor device, for instance. In the level of abstraction of 
a node, the node-mission is a sub-set of all node-tasks that the 
node can perform, and can be represented formally by: 

{ } { }WwTttnm ww ,...,1,| ∈∈=
, where “W” is the total 

number of possible node-tasks that a node can perform (the 

number of elements of the set T) or Tnm ⊂  where, T is the set 
of all node-tasks that can be performed by a node. 

5. IN-NETWORK REASONING  
The reflection about the network makes possible the autonomous 
adaption required to face the changes in the dynamic scenarios 
and users’ requirements. Special agents, called planning-agents, 
reason about the network based on the mission directions, which 
give the requirements for data from users, and the network actual 

state, which is characterized mainly by nodes availability and 
environmental conditions. Their reasoning is made by a 
construction of believes in order to achieve the mission’s goals 
and like this, accomplish with the network global mission. The 
model of belief used in the present approach is slightly different 
from traditional belief-desire-intentions (BDI) frameworks, such 
as [13] and [14], or more complex teamwork models, such those 
presented in [15]. The difference is that the model presented in 
the present paper is focused on sensor networks activities, in 
which the network nodes to not “act” to change the world around 
them. Besides this, the proposal herein is simpler them those 
presented in the mentioned above. 

The network global mission is divided in sub-missions, called 
node-missions, as presented in section 4, which are assigned to 
planning-agents present in each individual node. Each node has 
one planning-agent, and by this, from now on it will 
interchangeably be used that a node-mission is assigned to a node 
or to the planning-agent installed on it. The achievement of the 
goals of each node-mission will corroborate for the 
accomplishment of the global-mission. In order to complete their 
assigned node-missions, the planning-agents instruct its node to 
perform several minor tasks related to the individual node inside 
capabilities and devices. In the following it will be presented how 
the middleware reflection is done considering the mission 
definition presented above. 

5.1 Multiagents-based Mission Establishment 
Reasoning 
As stated above, the planning-agents construct believes that will 
guide their decisions. They are based on the mission needs, 
characterized by the node-missions and the nodes capabilities. As 
the network receive a global-mission, the nodes will try to find the 
best fit for accomplish this mission. Their decisions will influence 
the mission mapping function (MM). In the following the steps of 
this reasoning are explained. 

Step One: an analysis of the elements of the set SM, the 
capabilities of each node and the surrounding environment is 
made by each node. If a node can provide the measurements of the 
set SME of a certain node-mission mi, satisfying the respective 
relation C, it “declares” itself as “candidate” to take this node-
mission. By this time each node constructs a partial belief, based 
only in its own knowledge about the network, which is composed 
by the mission needs and it own capabilities.  

Step Two: if a node considers itself a “candidate” to accomplish 
mi, it communicates with the other nodes informing that. In the 
case a node does not consider that it is a candidate, it just listen 
for the other nodes communication.  

Step Three: after a pre-established time-out, if no node considers 
itself a “candidate” no message will be exchanged. Thus, all nodes 
that can provide the data required by the measurements described 
in the set SME, but cannot satisfy the relation C, communicate 
with the other nodes informing the conditions that each one can 
assure. The one that provide the assurance nearest to the desired 
one, take the node-mission, characterizing a best-effort way to 
solve the problem. 

Step Four: the nodes analyze their own conditions and the others 
and by this, decide which one must take mi. This analysis is done 
by using the quality function QF, as defined above, and the node-



tasks needed to perform mi. By maximizing g(mi,nv), the nodes 
will know which  node (nv) will take the responsibility for the 
node-mission mi. If two nodes are capable to accomplish with the 
node-mission, the one that has best conditions, more remaining 
energy for instance, take the responsibility for that node-mission. 
It is translated in a higher value of the function g for that node in 
relation to the others. With this information, the nodes construct a 
common belief. If two nodes have the same value for the function 
g for the same node-mission, one of them is randomly chosen. 

As the communication in wireless sensor networks can face 
problems that compromise the messages delivery, in the case of 
any message of the above coordination protocol is not received by 
any node in any of the steps, the node will act according to the 
belief that is has until the last received message, if any. If it does 
not receive any message, it will act according to its initial partial 
belief. When the communication reestablishes, the nodes will 
“listen” to the passing messages related to the same node-mission 
(mi) measurements, and them will redo the above steps in order to 
achieve a new global-belief. 

5.2 Adaptation Reasoning 
During the system runtime, several changes can occur. The nodes 
perceive this changes occurring around them and update their 
believes. If a change makes a node no more capable to proceed in 
the mission accomplishment, the network must adapt to solve the 
problem. The reasoning in this case will try to find a node that can 
take node-mission mi, which the previous responsible node can 
not accomplish. This reasoning is similar to the one presented in 
section 3.1, but there are two different circumstances in which this 
hypothesis can occur: (1) the simply fails; (2) the node continue 
working, but is aware that it can continue the mission, what can 
occur if some reason its sensor device do not work properly or a 
change in the environment interferes its measurement.  

The first case is perceived by the other nodes that have 
participated with this one in the initial mission establishment 
reasoning. As they verify that the node responsible by a node-
mission mi is not responding for an established delay period, they 
redo the reasoning to decide which node must take the node-
mission under concern, and add to their belief the information that 
the non-responding node failed.  

In the second case, the node that is no more capable inform the 
situation to the nodes that participated with it of the mission 
establishment reasoning, and they decide which one will take the 
node-mission previously assigned to that node.   

Another situation that requires adaptation can occur when changes 
make other nodes capable or more capable to accomplish a certain 
node-mission mi. The first can triggers an adaptation due to the 
fact that the node-mission was previously assigned in a best effort 
way, as explained in the step three above. The second can triggers 
an adaption due to the need for a best service, foreseeing a 
possible increase in the users’ requirements level of exigency.   

The decision of the adaptations is also based on the quality 
function QF, as it is done during the establishment of the best 
mapping of node-missions to nodes explained in the section 3.2. 
The target is always to maximize the value gave by QF, what can 
be achieved by maximizing the function g(mi,nv) for each node-

mission mi: ( )( )vi nmg ,max . 

The result of the procedure explained above allow each node 
knows which node nv will take the responsibility for the node-
mission mi, (in the same way as done in the establishment of the 
node-missions mapping to nodes) and like this, update its believes 
by adding this knowledge. In the same way explained before, if 
two nodes have equal value of function g for a given node-
mission, one for them is chosen randomly. 

5.3 Mobile-Agent Based Adaptation 
The adaptations presented so far is based on the reflection of the 
multi-agents trying to collaborate in order to allocate the node-
missions to the nodes that can provide the best result and like this, 
optimize the use of the network. However, another type of 
adaptation required in a sensor network context that the present 
proposal addresses, is the possibility to provide services in 
different places by moving software that enable a node to provide 
the required service. This is a real need in the network due to 
different needs, such as code updating and the use of nodes that 
cannot support all services during all the system runtime.  

Focusing in the second example, the use of low-end constrained 
nodes that have a very simple computer platform, with little 
memory, make it hard to provide all needed services everywhere 
they are needed. So, the proposal presented in this paper is to use 
mobile-agents that can move around the network providing 
specific services in the nodes where they are needed in different 
times of the system runtime. It is a similar approach used by 
Agilla [5]. 

The mobile-agents in the present approach are called service-
agents, and they can migrate from one node to another, clone and 
move to another node, or simply be unallocated, leaving space for 
another service-agent. The simple migration is used when its 
services are needed in other locations, and thus no more in the 
present one. The clone of a service-agent occurs when its services 
also are needed in another node, and it is unallocated when there 
is no node that needs its services. This flexibility of service-agents 
allows the desired adaptation of the network face changes in the 
environment that require different availability of services during 
the runtime.  

In order to illustrate the idea, an example is presented as follows. 
Supposing that a mobile sensor, carried by an UAV, needs data 
from sensor unattended on the ground by the time it passes over 
them. However, in the application requirements it is established 
that long-range communication, used to deliver data from ground 
sensors to the flying sensor, has to be cryptographed using a 
specific algorithm. Besides that, there is a QoS requirement that 
constrains the delay of this message delivering.  

During the system runtime, the above mentioned UAV have to fly 
over a region that was not specified in the beginning of the 
mission, due to a change in the users’ requirements. The sensors 
in that area do not have the cryptography algorithm needed to 
deliver the information, so, when the UAV (SM in Figure 3) asks 
for the information for the first sensor (light lightning bolt form 
SM to S1 in Figure 3), the ground sensor can not deliver the 
required data and thus, the sensor node has to ask for the 
algorithm that will come via a service-agent (dark rounded arrow 
in the left of S1). This is the situation presented in Figure 3a. 



 

Figure  3. Mobile-Agent Based Example  

In Figure 3b, the UAV continues its way through the region, 
asking for the data to the following sensor (S2 in Figure 3), and at 
that time, it was supposed to receive the reply from S1, but as it 
does not had yet the cryptography service, it cannot deliver in 
time. In this stage, the service-agent incomes at S1 (light rounded 
arrow in left side of S1) and S2 asks for the cryptography service 
to S1 (dark rounded arrow between S1 and S2).    

In Figure 3c, S1 will deliver its delayed reply to the UAV, and the 
service-agent recognizing the non-accomplishment of the QoS 
requirement and that its services will be need by the other nodes 
in the way followed by the UAV, clone itself and migrate the 
clone through the following nodes, which is represented by the 
(light rounded arrows from S1 throughout S4). 

Having the cryptography service, implemented by the recent 
arrived service-agent, S3 and de following nodes can deliver the 
data to the UAV in time, accomplishing the QoS requirements. 

6. CONCLUSIONS 
In this paper it was presented a middleware to address 
heterogeneous sensor networks deployed in high dynamic 
scenarios. These scenarios require in-middleware reflection to 
support adaptations to face constant changing runtime conditions. 
In order to address this concern, it is proposed the use of multi-
agents reasoning, in order to setup, configure and reconfigure the 
network; mobile-agents to provide services in different places in 
different times; and aspects, in order to weave key features to 
adapt the middleware behavior under certain conditions.  

As future works the authors need to specify the Mission 
Description Language and how to translate its direction in system 
parameters. Moreover, they are working in the simulation of the 
presented ideas in order to prove the concept before start the real 
implementation. 
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