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Abstract— Node failures in Wireless Sensor Networks composed 
by static sensor nodes are common due to the nature of the sensor 
devices and the usually harsh environments in which they are 
deployed. Node failures can diminish the performance of the 
network as a whole, thus affecting its functionality in delivering 
the desired services. For instance, significant regions can become 
uncovered due to failure of several nearby nodes. This paper 
reports a study about the use of mobile sensor nodes acting in 
cooperation with static ones in order to fill gaps created by faulty 
static nodes. The proposed fault handling mechanism presents 
alternative policies with pros and cons, depending on the user 
priorities imposed to the system and the occurrence of failures. A 
discussion about this topic is presented based on results obtained 
by simulation of the proposed mechanisms.

Keyworks: Wireless sensor networks; Fault handling 
mechanisms; Mobile sensor nodes 

I. INTRODUCTION 

Advances in microelectronics provide sensor nodes that are 
becoming more powerful and also cheaper, resulting in an 
increasing usage and applicability of Wireless Sensor Networks 
(WSN) [1] [2]. Nevertheless, sensor nodes can fail, due a 
number of facts, such as exposure to harsh environments or 
simply energy depletion, and influence WSN dependability [3]. 
In order to face this problem, and exploring the fact that WSN 
use several nodes, several fault tolerance measures proposed in 
the literature rely on the inherent node redundancy [4]. 

Indeed, the above mentioned idea to explore the natural 
redundancy provided by the great number of nodes that in 
general compose a WSN provides good results. Neighbor 
nodes can monitor each others’ behaviors and when a problem 
is detected, such as a node crash (a situation in which a node is 
permanently out of order), one or some of its neighbors can 
assume the tasks that were previously executed by the faulty 
node [4]. However, the assumption of access to redundant 
nodes is a necessary condition for the success of this approach. 

In the lifespan of a WSN, it is probable that the node 
density eventually decreases and fewer nodes may then be able 
to count on the initial redundancy, due to the failure of a 
number of the previously available nodes in the vicinity. 

Moreover, there are situations in which it is not desired to 
deploy a WSN with too many redundant nodes, and then the 
overlap between the sensed areas are smaller, which reduces 
the robustness of design approaches that assume redundancy 
for it to work. An example of such situations in which 
redundancy based on a unnecessary high density of nodes is 
not desired is the deployment in an area in which the nodes 
should be as invisible as possible, e.g. for secrecy, and in which 
a high concentration of them would offer an opportunity to 
easily detect their presence. 

The purpose of this paper is to study the needs for fault 
handling, in the above mentioned situations of WSN, by 
exploring the usage of mobile sensor nodes that cooperate with 
the static nodes. This cooperation fulfills the fault handling 
needs as to maintain the network functionality. The idea of the 
proposed approach is the following: once faults that cause 
missing coverage of regions are detected, mobile sensors 
include such regions in a list of preferred regions to be covered  
while patrolling the overall area, according to different policies 
that establish an order in covering such regions. The problem 
addressed is the efficiency in providing coverage of the regions 
populated by faulty nodes, without compromising the normal 
functionality of the system. The efficiency of the proposed 
policies is evaluated by simulations. 

WSN that are composed by both static and mobile sensors 
are becoming more common in emerging applications [5]. 
Thus, exploring this trend to provide an increased reliability of 
the network as a whole is an opportunity that has to be 
considered and motivates this study. This paper, presents a 
proposal to explore such an opportunity, while trying not to 
compromise the normal system functionality. 

The remaining of this paper is organized as follows: Section 
II presents the studied scenario and the problem that this work 
aims to address. Moreover, in the scenario presentation it is 
described the general context in which this work is inserted. 
Section III is the main part of the paper, presenting the solution 
to address the failures of the static sensor nodes by the use of 
the mobile ones. In Section IV experimental results are 
presenting validating the proposed solution, while Section V 
discusses related work in the area. Section VI concludes the 
paper with final remarks and directions of future works.  
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II. SCENARIO DESCRIPTION AND PROBLEM STATEMENT

The work reported in this paper is part of a project that aims 
at the coordinated use of static sensors on the ground and 
mobile sensor in the air, composing a unified sensor network. 
The contribution of this paper is a method for the handling of 
failures in static sensor nodes by the use of mobile nodes. 
However, in order to better understand the method, it is 
important that the overall scenario studied in the project is 
presented, followed by the statement of the specific problem 
that the method reported in this paper aims at to address.  

A. Application Scenario  
The studied scenario considers surveillance systems 

composed by static on ground and mobile in the air (UAV-
carried, from now on just called “UAV”) sensor nodes. There 
are a number of static ground sensor nodes spread in the area of 
interest, according to a given distribution, which can be random 
or uniform following a defined pattern. The ground sensor 
nodes perform simple measurements, such as differences in 
magnetic field, concentrations of CO2, among others, which 
can indicate the presence of objects of interest, such as vehicles 
or people, for instance. Some UAVs fly over the area, 
following a random or predefined movement pattern. The 
UAVs are equipped with more sophisticated sensors, such as 
visible light cameras, infrared cameras, and SAR/ISAR radars. 
These sensors provide more detailed information compared to 
the static sensors on the ground. The number of UAVs is 
however much lower than the ground sensor nodes. To get the 
most of these two the idea is make them work cooperatively, so 
that they complement each other, i.e. the ground static sensor 
nodes cover the whole area and by the identification of a 
possible event of interest, they call one of the UAVs with the 
sophisticated sensors. 

The sensor nodes communicate with each other via wireless 
links within a tunable but limited communication range. Due to 
the assumed broadcast nature of the wireless antennas, all 
nodes in range of a sending node receive a message.  

The surveillance system, in the scenario, is expected to 
behave as follows: The ground sensor nodes are configured to 
detect phenomena indicating possible threats, which are 
defined by a set of threshold levels of their measurements. 
When the acquired measurements reach a configured threshold 
level, a “match” with the detecting criteria is achieved. In the 
occurrence of a match, the sensor node issues an alarm, which 
is received by all nodes in its vicinity that are within its 
communication range.  

Alarm messages are sent as single packets. These packets 
contain a timestamp, the position of the issuer node, and the 
type of the possible target. The two first components of the 
alarm enable its unique identification, avoiding alarm 
duplication. In this work it is assumed that each alarm indicates 
one threat. This means that if the indicated threat is a group of 
persons or vehicles, they are handled as one entity.  

The main elements of the scenario and the described 
surveillance system are presented in Fig. 1. In the figure it is 
possible to observe the occurrence of a detection of a possible 
threat by a ground sensor node. This node issues an alarm that 

is received by all other nodes in its communication range. One 
of these neighbors relays the alarm which is received by a 
nearby UAV.  

Figure 1. Overview of the surveillance system application scenario.  

At the occurrence of an alarm, the goal of the system is to 
allocate one of the UAVs, which are equipped with more 
sophisticated sensors, to fly towards the area where the alarm 
was issued, gather further information about the possible threat, 
and confirm it, i.e. as a threat, an intruder or a target. 

B. Problem Statement 
Assuming that the above described scenario includes an 

uncontrolled, harsh or hostile environment; the static sensors 
on ground can become faulty. Faulty nodes may compromise 
the alarm forwarding and the detection of possible events of 
interest, in the monitored region. Figure 2 illustrates such a 
situation in which two failing nodes, leaves a region without 
sensing coverage, creating a hole in the monitored area, 
compromising the detection of a potential threat. 

Figure 2. Example of uncovered area due to the crash failure of static sensor 
nodes.  
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The problem to be addressed is: how to provide coverage of 
regions in which static ground sensor nodes have crashed 
without negatively impacting the overall system performance? 
This assumes that the problem to detect the faulty nodes is 
solved. Different solutions for this problem can be found in the 
literature, as in [6]. In general these solutions use some kind of 
group detection approach in which neighbor nodes monitor the 
status of each other.  

A simple solution for the addressed problem would be to 
replace the faulty sensor nodes by deploying new nodes that 
take over the tasks from the previous ones. However, due to the 
adverse conditions that the environments in which WSN are 
deployed, such an approach would not be effective for several 
reasons, among which the following are highlighted: 1) Nodes 
may fail in different regions, creating holes in several parts of 
the network. The distribution of holes in the network would 
make it difficult to accurately deploy new sensor nodes to 
cover them, especially if the deployment is done by dropping 
the sensors from an airplane; 2) Depending on the size of the 
holes, the cost of such replacement could be very high in 
relation to the expected benefits; 3) The decision about 
deployment of new sensor nodes would require external 
intervention (e.g. to evaluate the pros and cons in terms of risks 
and costs versus benefits) very probably requiring human 
intervention, which may be inefficient, especially in terms of 
time. Deployment of new nodes could only be considered in 
those cases in which the size of the holes are big enough to 
justify that the cost of such methods for massive sensor 
deployment, such as air-drop, could be considered. These 
situations are more probable to occur after a long period of a 
network’s usage, during which it is running out of energy. 
Thus, a self healing solution using the resources available in 
the network should be considered. 

A simple self healing solution would be to send one of the 
UAVs that are being used to monitor the area to cover 
specifically the region in which the nodes are out of work. 
However, this is not smart, as the number of UAVs is much 
smaller than the number of nodes, and in the long run, a great 
number of ground sensors will eventually crash, creating 
several holes in the network, more than the number of UAVs 
that compose the system. Moreover, the UAVs cannot stay in 
the regions where the faulty nodes are, as they have to respond 
to new alarms issued by the remaining nodes.  

Another solution could be to keep the UAVs inside or close 
to the regions where the nodes were failed, and only move 
them from these regions when alarms are directed to them. The 
problem with this approach is that it would create hot spots for 
the alarm forwarding and delivery mechanism, and possibly 
augmenting the holes by the depletion of the energy of the 
nodes in the vicinity of the previously failed nodes. This may 
occur due to overload of nodes that have to forward alarms 
issued by still working nodes. Additionally, faulty sensor nodes 
present in the vicinity of the holes can propagate erroneous 
collected data and affect the correctness of the overall system. 
For example, faulty nodes may affect the alarm forwarding, 
increasing delay or even result in the losing of an alarm.  

Since none of the above discussed solution alternatives 
satisfies the needs,, a better approach is required which 

consider both drawbacks for the system functionality as well as 
the usage of available resources. Such a better approach to 
address the problem is presented in the following section.  

III. PROPOSED SOLUTION METHOD

As a more efficient approach, this work proposes the usage 
of mobile sensor nodes to cover regions with failed static 
ground sensor nodes, thus acting as backup for them. These 
regions are called “holes”. The proposal assumes that failure 
detection is provided by a group detection technique, as 
presented in [6]. Once a failure is detected, an alarm is issued 
and forwarded by the surrounding nodes until it is delivered to 
a UAV. The same mechanism is used to deliver alarms 
notifying the detection of a hole and other ones indicating a 
possible target. This is a bio-inspired approach that mimics the 
pheromones left by animals in the nature, indicating their 
presence where they pass. The idea applied in the current work 
is that the UAVs leave pheromones over the ground sensor 
nodes, so that they are able to send the alarm towards them. 
This mechanism, formerly presented in [7], is illustrated in 
Figure 3. Using this approach, the decision about which UAV 
that will be responsible for each hole is defined by the 
pheromone-based alarm delivery method. Once an alarm 
indicating a hole is delivered to a UAV, this UAV becomes 
responsible for the respective hole. The reason for the use of 
the pheromone-based method for alarm delivery is to diminish 
the energy consumption due to this task, if compared to a 
simpler broadcast-based solution, as discussed in [8].  

Figure 3. Pheromone-based alarm delivery.  

Regardless of the movement pattern used by the mobile 
nodes, the idea is to assign holes to the UAVs according to the 
holes appearance in the network. This assignment represents 
that a given UAV would be responsible to monitor a given 
hole, but still keeps its original movement pattern, surveying 
the rest of the area as it was assigned to cover, and responding 
to alarms originated by the still working sensor nodes as they 
appear. The UAVs will periodically or sporadically, 
accordingly to the policy that governs the UAVs’ behaviour, 
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visit the holes, and like this provide the required coverage over 
the holes. The proposal is to enable the UAVs to keep on doing 
their main missions and at the same time let them visit holes in 
a flexible way. For this purpose, four different policies were 
designed, which will be further discussed in the following. 

Following the pheromone-based alarm delivery mentioned 
above, the UAVs that receive alarms with hole notifications 
create a list of holes, and take the responsibility to cover them 
according to a policy. The ordering in which they visit holes is 
defined by the policy that they use for this purpose.  

Figure 4. Flowchart Diagram describing the UAV behaviour.  

In the algorithm behavior presented in Figure 4 there are 
two aspects that need to be clarified. The first is the timer used 
to determine if the UAV will start or not to visit the holes that it 
has under its responsibility. The idea is that the UAV performs 
its movement and occasionally respond alarms and after a 
minimum elapsed time, represented by the value with which 
the timer is set, it performs the visits to its assigned holes. The 
second aspect is the priority given to handling of alarms in 
relation to visiting the holes. This is the part of the algorithm in 
which the UAV consults if a new alarm arrived before 
continuing visiting the holes. If a new alarm arrived, this alarm 
will first be handled and then it continues visiting the holes. 

As mentioned, different policies can be applied to define 
the order in which the UAVs will visit to the holes. This 
regulates the criteria with which the UAVs order the list of 
holes that they keep. In the following four different policies are 
presented, which do not represent an exhaustive set of possible 
policies, but a significant set of policies that explore different 

ways to order the visits to the holes in an attempt to address 
different criteria that may match different needs in terms of 
system requirements.    

a) First Come First Served (FCFS)  
The FCFS policy assumes that UAVs will list and visit 

upcoming holes ordered according to the arrival of the notice 
about them. The UAVs thus keep a list of holes ordered 
according to the sequence in which they were informed about 
the region that need to be visited. This requires no additional 
computation by the UAVs, as they just append new holes to the 
list that they keep. 

b) Closer First (CF) 
UAVs visit holes according to their proximity after 

expiration of the timer. This means that they first visit holes 
that are close and then more distant holes according the order 
defined by the distances to their positions, which is known 
assuming that the ground sensor are aware about their own 
position (via a positioning system such as GPS) and alarms 
informing about holes will contain positioning information. 
This means that if they have to interrupt a visit to a hole to 
respond an alarm and thus change their route, they will go back 
to the route according to the list again and resume from where 
they were. 

c) Priority Based (PB) 
The priority based policy is used to decide what holes that a 

given UAV should visit according to how critical the situation 
in that region is. The parameter that defines the criticality can 
vary according to the users’ priority, in which one possibility is 
to use the last time visited, which prioritize regions that are not 
covered for a long time; another possibility is to use the size of 
the hole, i.e. the number of nodes that are failed in the region, 
to order which place will be visited first.  

d) Elevator (E) 
This policy is based on the elevator analogy; an elevator 

continues until the last or to the first floor, depending on the 
direction in which the elevator is moving (up or down), 
responding only to requests that have the same direction of its 
movement. It will thus keep the same direction of its movement 
until it reaches its final destination in that direction. After that, 
it changes its direction and the processes restarts. This 
approach is used also to determine the motion of a storage 
disk's arm/head in replying read and write requests [9]. 

The rationale in proposing different policies to determine 
the order in which the holes are visited is to explore different 
ways that the UAVs can adopt to autonomously drive their 
actions in the accomplishment of the surveillance mission and 
in providing a healing mechanism to the network as a whole. 
These different ways to behave may fit better in different 
situations, presenting pros and cons accordingly. For instance, 
the CF policy tries to take benefit of the opportunity provided 
by the proximity of the UAV to the holes in order to cover 
them according to their proximity. The E policy tries to provide 
fair coverage of the holes, while the PB addresses the criticality 
of the regions. The FCFS appeals to a simple solution, which 
does not demand any computation to define which hole will be 
visited next. 
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IV. EXPERIMENTAL RESULTS

To evaluate the proposed solution, a set of simulations were 
performed, comparing the results achieved by each of the 
above presented policies. These simulations were made with 
Grubix, an extension of ShoX wireless network simulator [10].    

A. Simulated Scenario and Setup Parameters 
The simulated scenario mostly follows the description 

presented in Section II-A. However, some modifications and 
simplifications were performed in order focus the experiments 
on the healing mechanism presented above.  

The first aspect of the performed simulations is the number 
of ground sensor nodes and their placement on the surveillance 
area. The general case considers a random distribution, 
simulating for example that sensor nodes are dropped from an 
airplane. Using graph theory and the communication range of 
the sensor nodes, considering the need of the network to be at 
least theoretically connected, it is possible to determine the 
minimum number of necessary nodes to be randomly deployed 
in a given area, based on the size of the area, as presented in 
[11]. Considering also that sensing must be guaranteed and that 
the sensing range is smaller than the communication range it is 
possible to guarantee both network connectivity and sensing 
coverage. However, this implies excessive overlap in several 
areas, due to the irregularity of the nodes’ distribution due to 
random deployment. Although a form of waste, it brings 
redundancy that help to heal the network. Still, the main 
intention of this work is to investigate the healing mechanism 
that can be provided by mobile nodes. Thus, using the 
minimum number of static nodes to cover an area, this would 
imply that from the first occurrence of nodes’ failures, the 
creation of holes in the network due to lack of coverage would 
immediately start. 

Assuming that sensor nodes have both sensing and 
communicating range modeled by a circle around their position 
with radius rs and rc, respectively and assuming that rc > rs as 
mentioned above, the goal is to deploy a minimum number of 
sensor nodes able to cover an area with minimum overlap, 
assuming a rectangular shaped area. The solution for this 
problem is presented in [12], which uses previous results to 
determine the minimum number of circles to cover a 
rectangular area, and proposes a formulation to determine the 
displacement of the circles so that the minimum overlap is 
achieved. The number of nodes N is given by:  
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Where [xc,yc] is the tuple defining the center of the circle in 
which the sensor node has to be positioned, l and k represent 
the column and row respectively and Rc is the radius of the 
circle. Figure 5 presents an example of how the nodes 
distribution following the above described method looks like, 
where Rc = rs.

The second aspect of the performed simulations is a 
simplification, as stated in the following. The general case or 
scenario presented in Section II-A assumes that the sensor 
nodes, both on the ground and UAV-carried, may be of 
different types, which makes them more suited to detect 
specific types of targets. Especially in relation to the UAV-
carried sensors, the difference among them would define the 
better applicability of a given UAV to respond a given alarm. 
In the simulations considered in this paper, all sensors have the 
same capability, so there is no preference in employing a given 
UAV to handle a given target besides to its proximity, 
following the alarm assignment defined by the pheromone-
based alarm delivery. Moreover, there is just one type of threat, 
and all sensors on the ground are equally featured to detect it. 

Figure 5. An example of ground sensor nodes distribution following the 
proposal presented in [12].  

Following these assumptions, the simulated scenario is 
composed by a squared area with dimension of 15 Km x 15 
Km, with 640 sensors nodes deployed on the ground and 4 
UAVs. The scenario further has one hour duration and a new 
threat appears each two minutes in the area under surveillance, 
triggering an alarm to inform about this event. Three different 
numbers of faulty nodes were tested to simulate the appearance 
of holes, twenty, forty and sixty four. Each faulty node 
represents a hole in the network. These holes are detected by 
surrounding nodes which issue an alarm notifying their 
existence, as described in Section III. The locations in which 
they appear are randomly chosen. It is done by randomly 
choosing the nodes that will fail according to the respective 
number of faulty nodes tested. The communication range for 
the ground sensor nodes (rc) is 700 meters. The sensing range 
for the ground sensor nodes (rs) is 370 meters. A summary of 
the main simulation parameters is provided in Table I.  
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TABLE I. SIMULATION PARAMETERS

Parameter  Value 
Scenario Area 15 Km x 15 Km
UAVs’ Flying Altitude 250 m 
UAVs’ Speed 120 Km/h 
Number of Ground Static Sensor Nodes  640 
Ground Static Sensor Nodes 
Communication Range (rc)

700 m 

Ground Static Sensor Nodes 
Communication Range (rs)

370 m 

Threat Appearance Rate 0.5 
threat/minute 

Number of Faulty Nodes 20, 40 and 64  

B. Results and Discussion 
The evaluation of the proposed approach was done by 

measuring the percentage of time in which the holes are 
covered by a UAV from the instant of time in which they 
appeared until the end of the simulation run. Two different 
types of simulations were performed: 1) Setup-1 (S1) 
considered the UAVs performing just coverage of the holes 
that appeared in the area plus flied randomly during 2 minutes 
after visiting all the holes (slack time), then they resume to visit 
the holes; 2) Setup-2 (S2) considered the same situation 
presented in the Setup-1, but with the appearance of threats that 
triggered alarms according to the rate mentioned above. One 
hundred runs of each simulation setup were performed. 

The evaluated metric was the percentage of time that each 
hole was covered after its appearance. For the performed 
simulations, all holes appear at the same time. The results are 
presented in average for all the holes. There were performed 
simulation runs for the above mentioned setups (S1 and S2), 
which were then compared in order to evaluate the impact that 
the alarm handling has in relation to the system purely 
dedicated to cover the holes, which is the case of the Setup-1. 

Figure 6. Average for the percentage of coverage for each policy, setup and 
number of holes.  

The graph in Figure 6 presents the results obtained by the 
different policies for the two setups S1 and S2 and the different 
number of holes in the network. It is possible to observe that 
the occurrence of alarms (presented in S2) impact more the 
policies when the number of holes is the smallest, i.e. 20 holes. 
For the other considered amounts, the difference between the 
averages in the coverage is smaller, which indicates that the 

solution does work with the increasing number of holes. This 
statement is supported by the fact that the goal is to keep the 
impact in the system functionality as lower as possible when 
using such fault tolerance mechanism. This means that the 
coverage of the holes by the UAVs should not impact much on 
their other activities, thus when handling alarms, which have 
higher priority if compared to holes, the closer these results are 
to those when only covering holes, the better, meaning that the 
system is managing to allocate the idle resources to the fault 
tolerance mechanism. 

It is also possible to observe in Figure 6 that the policy that 
is more affected the fact of the appearance of threats and thus 
the subsequent alarm handling is the policy E. The explanation 
for this is based on the way this policy works. When the UAVs 
have to handle alarms, they may go away from the vicinity of 
the holes that they should visit next and this fact would imply 
in more time wasted to come back to follow the list of holes 
that they have to visit. Again it is important to stress that the 
main goal of the system is to handle the alarms triggered by the 
appearance of threats, and the activity of covering holes is a 
fault tolerance mechanism that tries to use to idle resources to 
address the problems created by the faulty nodes. 

Still analyzing the results presented in Figure 6, another 
interesting finding was in relation to Policies PB and FCFS.
Comparing simulations of S2 with S1 shows that none of these 
two policies were much affected by the alarm handling. The 
reason for this is the fact that in these two policies, the holes to 
be visited in their list have no specific geographic order, i.e. 
they are ordered according a priority criterion in PB and 
according the arrival of the correspondent alarm in FCFS. This 
way of ordering the holes can result in situations in which holes 
that are far apart can be next to each other in the list of holes to 
be visited by a UAV, and holes that are physically close can be 
far apart in the list. As these two policies are already not very 
efficient in covering the holes, as the UAVs may waste a great 
amount of time to fly from one hole to another, the handling of 
alarms does not harm much their already degraded 
performance. The CF policy is the one that presents the better 
results, with smaller impacts due to the alarm handling. This is 
explained by the fact that as it just keeps up the closest hole to 
cover next, diminishing the wasted time flying from one hole to 
another, and taking advantage of the opportunity of being close 
to a hole to cover it next. This provides a better performance if 
compared to the other policies.  

Figure 7. Variance for the percentage of coverage for each policy, setup and 
number of holes.  
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In order to perform a complete analysis of the experiments, 
the variance of the acquired results is also analyzed. This data 
is displayed in Figure 7. It makes clear the impact that the 
alarm handling has over the E policy, which is indicated by the 
larger variance for this policy if compared to the other three. 
Moreover, besides this difference, the policies FCFS and PB do 
also present increased variance values in relation to the other 
two, which do not vary much if comparing the results for S1 
and S2. This confirms that the handling alarms do not affect 
much these policies. At this point it is important to notice that 
for policy PB, additional metrics can be used to more 
accurately verify its performance, as its behavior can vary 
much depending on the priority. For the performed simulations 
the priority criterion was based on the severity of the damage 
of the ground sensor nodes, encoded so that nodes with higher 
numbers had higher priority, which was simulated by a random 
number between one and one hundred chosen by the faulty 
nodes. As this way to order the holes may provide a very 
irregular ordering, the results for this policy do reflect this fact 
by approaching the ones obtained by FCFS, which may also 
have a very irregular order in its list of holes. However, it is 
important to stress that the additional metrics that can provide a 
better evaluation of the PB policy, due to the priority associated 
to the holes, depend much on the users’ criterion to define the 
priority. For the results for these metrics, big variance may 
represent better results than those with low variance, as it could 
mean that the nodes with higher priority were covered more 
than those with low priority. So, it has an inverted logic if 
compared to the analysis of results provided by a policy such as 
E, which tries to balance the distribution of time that the holes 
are covered, providing a fairer coverage. 

As mentioned, the goal in proposing different policies is to 
explore different strategies that represent tradeoffs among 
requirements on the described fault tolerance mechanism. The 
presented results support such an argument, as their analysis 
indicates their suitability according to the goals defined by the 
respective requirements.  

V. RELATED WORK

There are at least two different types of work that can be 
related to the study presented in this paper. The first focuses on 
fault handling for WSN, while the second deals with motion 
planning and teamwork for area patrolling and coverage.  

Regarding the first group, as already mentioned most of 
proposals to handle faults in WSN assume the inherent 
redundancy provided by the high node density of nodes used in 
WSN deployments. This assumption holds for instance in [13] 
and [14]. In [13] the goal is to avoid network partitioning that 
may affect the message routing. The authors explore the high 
density of network nodes by assuming a k-connected network 
that provides multiple paths to perform routing. In [14] the goal 
is the same, but the authors propose an algorithm to calculate 
the minimum number of additional nodes to achieve a k-
connected network. Advances in this direction were presented 
in further works, exploring the determination of the nodes’ 
placement to provide reliable connections, trying to reduce the 
number of redundant additional nodes. This is the approach 
presented [15], which defines a minimum number of relay 
nodes that have to be placed in determined positions, so that a 

fault-tolerant message routing is provided. An approach of the 
same type is also presented in [16]. Comparing these 
approaches with the one proposed in this paper, it is possible to 
notice a first key difference in their main assumption, which is 
that the available node redundancy that does not necessarily 
hold for our approach. A second important difference is the 
composition of the WSN, we assume the co-work of both static 
and mobile sensor nodes, while they assume a network of static 
nodes. This assumption makes possible for us to provide a 
different approach if compared to these related ones. 

Regarding the second group of related works, there a 
number of proposals in the area of robotics and artificial 
intelligence addressing problems related to motion planning 
and teamwork for area patrolling and coverage. These are 
complementary problems where the first considers points being 
visited several times and the second focuses on a number of 
points, or a complete area being visited at least once. Solutions 
for both can be applied to each other. These solutions, from 
heuristic to formal ones, explore a wide range of concepts such 
as bio-inspired and swarming mechanisms [17], attraction 
fields and Markov Process [18]. The goals of each approach 
vary much, but basically most of them try to optimize a given 
criterion, such as frequency of visits, total energy to visit the 
assigned locations and other time based concerns. In [19] a 
frequency-based patrolling approach for multi-robots is 
presented. The contributions of this work are the consideration 
of uncertainties in the motion model, i.e. velocity changes, in 
the tuning of the motion model trying to optimize certain 
performance criteria, which is performed via a mathematical 
analysis of the robots’ movements for next step prediction. In 
[20] a heuristic approach based on an auction procedure to 
dynamically assign tasks, such as areas to be visited, is 
presented. The goal is to find an approximate solution to Min-
Max Vehicle Routing Problem (VRP). An insect colony 
inspired method used to control a fleet of UAVs in target 
recognition missions is presented in [21]. In this multi-agent 
approach, the UAVs present an internal pheromone map which 
is updated with local acquired information plus via data 
received via communication with the other UAVs in the group. 
Based on this map, they decide which place should be visited 
next. Considering these mentioned approaches, our work could 
be classified as a heuristic proposal that deals with the 
patrolling problem by mobile nodes, presenting variations that 
are represented by the different policies that may be applied to 
define how these nodes behave. Moreover, it has additional 
aspects if compared with the pure patrolling problem, as there 
are occurrences of dynamic events, i.e. appearance of targets, 
and that patrolling of the holes is to provide a backup 
mechanism to the area coverage. This idea is used to support 
fault handling of static sensor nodes and this differs from the 
common scenario studied in which a group of agents has to 
patrol a defined area with an established number of places to be 
visited. The pheromone-based support used in our work does 
also differ from the ordinary swarm approaches, as it does not 
depend on the direct communication among the UAVs, but 
among ground sensor nodes and UAVs.  

It is difficult to numerically compare the results achieved 
by our approach with other related works, as there are key 
differences in assumptions and modeling of the scenarios that 

133



make such a comparison meaningless. However, the analysis of 
results reported in related works indicate that solutions based 
on pheromone maps and attraction fields may perform better if 
compared with the greedy strategies implemented by the 
policies presented in our work. This is possible by the 
interaction among the mobile nodes implemented in these 
solutions, which is not used in ours. Such interaction is a 
possible direction of improvement of the current proposal. 

VI. CONCLUSION 

This paper presented a heuristic approach to use mobile 
sensor nodes to cover faulty nodes in surveillance systems 
composed by mobile and static sensor nodes. The presented 
work explores different types of policies to drive the mobile 
nodes behavior, in an attempt to harmonize the main goals of 
the UAVs with the goal to work as backup to assist areas where 
ground sensor nodes have failed. Considering the current trend 
in which WSN are being composed by both static and mobile 
sensor nodes, such a complementary support is highly relevant. 
Simulation results were presented and discussed, highlighting 
the benefits and drawbacks of the used policies. 

There are two main tracks to further develop this work. The 
first is related to the policies used to drive the behaviors of the 
UAVs. Additional policies can be designed, as the one 
presented in this paper have no ambition to exhaust the possible 
strategies, but only to present a representative set of possible 
policies. Moreover, a combination of more than one policy can 
be also explored. This possibility could consider that the UAVs 
analyze in runtime the efficiency of the current used policy in 
relation to the established goals, and after assessment of the 
achieved results, decide to change to another policy more 
appropriate for the actual conditions. The second aspect that 
can be further developed is the hole coverage task 
(re)allocation. By now, the allocation of the holes is decided by 
the pheromone-alarm delivery mechanism, and then the UAV 
that assumed a given hole keeps responsible for this hole 
during the rest of the runtime. A dynamic hole (re)assignment, 
in which the UAVs communicate among themselves, can be 
applied in order to enhance the system efficiency. 
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