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Abstract. This paper presents the architecture of a middleware that provides an in-
telligent interoperability support to allow the integration and cooperation among
Wireless Sensor Network (WSN) nodes and small Unmanned Aerial Vehicles
(UAVs) implementing a surveillance system. The motivation for this study is that
the cooperation among distinct types of sensor nodes to achieve common goals can
notably enhance the results obtained in surveillance operations. A discussion around
the requirements of such systems is also presented, supporting the design deci-
sions and the choice of the techniques employed to develop the middleware. Finally,
preliminary results are presented.

1 Introduction

A surveillance system is an application that has potential to benefit from sensor
networks. Surveillance systems make use of data aggregation, fusion and analysis
solutions of different kinds. This is not only related to the direct observation of the
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phenomena themselves, but also to the awareness that is needed about the surround-
ing environment conditions that may affect the phenomena or its observation. The
setup and adaptation of such a system poses several challenges related to the coop-
eration among the nodes and handling of changes that may take place in the nodes
and in the network to perform the desired measurements.

The proposal presented is based on an agent-oriented approach to setup and man-
age surveillance missions. This is done by providing adaptation via a middleware
that congregate the use of agents in order to reason about the application needs, as
well as environment and network conditions, in order to accomplish the user needs.

Section 2 discusses related works. Section 3 presents the components of a surveil-
lance system. Section 4 describes the system and the middleware conception, struc-
ture and services, while Section 5 presents preliminary results. Section 6 concludes
and gives direction of future works.

2 Related Work

Agilla [1] is one of the precursors in the use of mobile agents in middleware for
WSN. This approach uses agents that can move from one node to another, carrying
services to be deployed on the destination nodes. It also allows multiple agents to
run in the same node. In our approach the use of agents is not restricted to move
services around the network but also to help in the network setup, reflection and
adaptability.

In [2] an approach that uses Artificial Intelligence techniques to configure an un-
derlying middleware is presented. This approach uses the concepts of missions and
goals to plan the allocation of tasks in nodes of the network. Our approach differs
because it uses agents to provide different intelligent services inside the middleware.

AWARE [3] is a project that proposes a middleware whose goal is to provide
integration of the information gathered by different type of sensors, including WSN
and mobile robots. Our proposal aims also at addressing heterogeneous sensors, but
also concerns like QoS and QoD. Moreover, the autonomy to the sensor nodes, by
using an agent-orient approach, is also a plus of our work in relation to AWARE.

3 Problem Statement

The problem investigated in this study is how to provide intelligent communication
and interoperability support to sensor networks composed of low-end ground sensor
nodes and small UAV carried sensor nodes applied to surveillance of large areas.

Small UAVs cannot carry the same load as normal airplanes or larger UAVs, such
as Predator or Global Hawk. This affects directly the communication capabilities,
as they are not able to carry much fuel or large batteries. The communication must
thus be used in an efficient way, since it is a significant energy consumer. This
does also restrict their operational range, constraining the cooperation possibilities
among them.
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Fig. 1 Communication types among the different elements that compose a surveillance
system.

In order to study the communication features required for such systems, an analy-
sis of the types of messages that flow in the network is required. Considering first the
UAVs, there are three main classes of messages, according to the type of peer node:
1) UAV - UAV: time critical control data, such as formation patterns and tasks as-
signment negotiation and sensor data exchange (e.g.: sensor fusion); 2) UAV - Base
Station: commands, mission statements and payload data; 3) UAV - Ground Nodes:
alarms alerting occurrence of phenomena of interest, request and reply about data
produced by the low-end nodes.

Considering the low-end nodes, besides the communication that they have with
the UAVs, which was already counted above, there are other two types of commu-
nications: 4) Among Ground Nodes: which is the classical problem studied in WSN
area; and, 5) Ground Nodes - Base Station (sink): which is also a classical prob-
lem in WSN research area, but in a surveillance system such as those considered
in this work, an additional feature is added, as this communication may be relayed
via UAVs. Figure 1 illustrates the types of messages exchanged among the different
nodes, in which the numbers labelling the arrows correspond to the presented list.

UAVs fly over the surveillance area following a given pattern, alone or in teams,
depending on the type of the mission. They can be sparsely distributed over the
area, making possible the occurrence of temporary isolated and disconnected sub
networks or nodes. This also holds for the low-end nodes, as nodes may fail, dis-
connecting group of nodes from the rest of the network. Moreover, new nodes may
be deployed in the network. These assumptions state that nodes come and leave
the network in an arbitrary way, changing the network topology very often, which
requires mechanisms to overcome the problems created by this instability, such as
service discovery.

The use of different sensors brings a possibility to enrich the information to be
offered by the system as a whole, but it also requires their coordinated cooperative
action, in order to fulfill the user requirements. This requires an intelligent behavior
of the nodes in order to compose their capabilities and look at common goals, shared
by all members of the network.

Real-time properties must be considered in the communication among nodes in
this kind of sensor networks. Messages’ priorities must be translated into priori-
ties of the tasks that will handle them, according the current operational context,
and the type of communication. Different types of messages have different priori-
ties, for example, critical control data has higher priority in relation to sensor data
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report. Accordingly, this requires a scheme to handle priorities as well as a control
of QoS (Quality of Service), in terms of deadlines and other timing requirements on
monitoring and control. QoD (Quality of Data) assurance, in terms of data freshness
and accuracy, is also an issue that must be handled, as a tradeoff based on the user
requirements and the real operational conditions may take place. These issues do
also require an intelligent behavior of the supporting platform, in order to tune the
communication according to the context. This context awareness requires control of
several parameters that crosscut different parts of the platform, from the decision
making mechanisms, to the access of hardware devices.

Due to the nodes’ resources constraints, memory and energy usage are concerns
that must be taken into account. The first requires a minimal system to be installed
in each node. However, further changes and adaptations must be possible in order to
adapt and customize the system according to current needs. About energy concern,
small UAVs platforms such as MBL Trochoid [4] have limited resources that must
be carefully used, e.g. having energy autonomy to fly only 18 minutes.

4 System Description

A main idea of the surveillance system proposed is to make it easier for a user to de-
fine a mission and setup a VANET and a WSN as to accomplish it. For this purpose
a Mission Description Language (MDL) is used to specify missions at a high-level
of abstraction; without having to bother about details, such as the choice of sensors
that will handle a given mission. For more about MDL, readers are referred to [5].
The directions established in a mission are entered via a user interface (Mission
Specification Console), which uses knowledge about the application domain (via a
Domain Specific Database) and information about the network (via a Deployed Re-
source Description) to translate the MDL statements into a formal specification of
the mission.

MDL specifications are interpreted within an application framework and act as
application programs that run on the network nodes. A mission can be broken down
into a set of node-missions (sub-missions that can be assigned to individual nodes
or group of them), depending on the mission complexity, and then this set is sent
to the network via mobile-agents, called mission-agents that carries and represents
a mission or node-mission. When receiving a set of node-missions, the nodes au-
tonomously decide which node-mission each one will perform as to accomplish the
mission as a whole. In each node, the node-missions, in effect representing the ap-
plications from the nodes’ point of view, will run on top of a middleware. Figure 2(a)
presents this overall scenario, while part (b) presents the middleware layers that will
be discussed further.

4.1 Middleware Architecture

Figure 3 below presents the middleware architecture conception, in which ovals
represent services and functions, the rectangle represent the reasoning mechanism,
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Fig. 2 (a) Overall system architecture. (b) Middleware Layers.

Fig. 3 Middleware conception overview.

the cylinder represent the data base with the pertinent information that is used by
other elements of the middleware, and the rounded corners rectangle represent the
non-functional requirements that affect the other elements.

Local Resource Management handles node resources in terms of their installed
software as well as usage, status and conditions of sensor, energy and communica-
tion devices. The Network Resource Management handles the network conditions
and the use of shared network communication resources. The information provided
by these two elements is stored in the Context Awareness Database, which re-
ceives also information from the Mission Interpreter about the requirements of the
running applications that represent the missions. The Decision-making Engine is
responsible for reasoning about the information contained in the database about the
context (local and network resource plus the environment conditions) in order to
meet mission requirements. The Application Support Services offer the necessary
means to implement the actions described in the missions. The QoS and QoD Con-
trol provides monitoring and adaptation of the elements in the middleware in order
to comply with the required quality in the service and data expressed by the user
needs, which come with the mission requirements.

4.2 Middleware Services

In order to architecturally organize the middleware presented above, it is divided in
three layers, according to functional goals in each of them; see Figure 2(b).

The bottom layer is called Infrastructure Layer. It is responsible for the interac-
tion with the underlying operating system and hardware devices. This layer encap-
sulates the Local Resource Management, by handling local resources.
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The intermediate Common Services Layer provides services that are common to
different applications and related to network interaction such as routing, clustering
and other networking related concerns. The Network Resource Management is
handled by the services of this layer.

The top Domain-Services Layer provides Application Support Services for do-
main specific needs, such as data fusion and data semantic support, in order to al-
low production of application-related information from raw data processing. Fuzzy
classifiers, special kinds of mathematical filters (e.g. Kalman Filter) and functions
that can be reused among different applications in the same domain are found in
this layer. These functionalities are intended to support the processing needs from
the applications, which are in fact implemented as scripts that drive functionalities
provided by the middleware. Moreover, in this layer the missions are interpreted
(Mission Interpreter) and decisions are made by reasoning about the overall con-
ditions of the network and the node (Decision-making Engine), which is a very
important part of the middleware, modeled as a BDI agent (called planning-agent),
which has its beliefs feed by the information contained in the Context Awareness
Database. For more details about this subject, readers are referred to [5].

One of the system requirements is that the middleware must fit in resource
constrained nodes. The use of a component-based development and mobile-agents
(service-agents) addresses this need. By using components, a middleware product-
line is implemented, from which customized sensor node specific variants of
the middleware can be provided. The service-agents provide capability to add
middleware services at runtime; more details and an example are found in [6].

Non-functional requirements, related to QoS and QoD, may affect different mid-
dleware services hosted in different layers. They thus crosscut the middleware
spreading their handling mechanisms. Due to their crosscutting characteristics, they
are addressed by means of aspects that concentrate their handling in a modular and
scalable way. For more details about the specific real-time middleware handling,
readers are referred to [7].

4.3 Middleware Kernel

In each node, a minimal set of middleware services is installed. It provides the min-
imal intelligence and interoperability that a node needs in order to be integrated
into the network. This set is called the middleware-kernel (or just kernel) and is
composed by components that may be weaved by aspects at static or dynamic time,
according to the non-functional crosscutting requirements that affect them.

The kernel presence in the Domain Services Layer is minimal (having only the
planning-agent and the Mission Interpreter), as the services that will compose this
layer will be tailored according to the node. In the Common Services Layer, the ker-
nel presents the following services: (1) Link Metric; (2) Clustering; (3) Routing and
Messaging; (4) Service Discovery; and (5) Neighbor List. In the Infrastructure Layer
of the middleware, the following components are found: (1) Clock and Timers;
(2) Scheduler; (3) Memory Manager; (4) Service Registry; (5) Device Resource
Manager; and (6) Operation Mode Manager.
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5 Simulation Results

Simulations of the mission dissemination mechanism using the mission-agents men-
tioned in Section 4 were performed using ShoX [8], which is a Java-based wireless
network simulator. The goal of these simulations was to assess how effective the
mission dissemination by agents is, using the proposed middleware support. This is
possible to be assessed by comparing the actual number of engaged nodes to per-
form the mission with the optimum value.

For the performed simulations, total of 20 runs, the used setup modeled a network
of 8000 nodes randomly distributed on an area with dimensions 5Km x 5Km, in
which 2000 are able to perform a mission, which means that these nodes have the
sensing capabilities required for that mission. For simplicity, the stated mission was
small enough in order to be handled by a single and tiny mission-agent that fits in
a communication packet of the IEEE 802.11b, which was the standard used in the
performed simulations. Figure 4(a) presents a sample of the nodes’ distribution.

Fig. 4 (a) Sample of the nodes distribution. (b) Results from the experiments divided by
intervals.

Figure 4(b) shows the distribution of the simulation runs by the intervals that
represent the number of nodes engaged in the mission. It is possible to observe that
in the majority of the runs stayed in the intervals close to target optimum value,
which is of 1000 nodes. The worst results presented values around 15% from the
optimum one, but as it is possible to observe, they were just two or 10% of the 20
runs. Besides the information presented in the figure, the average number of engaged
nodes for the presented set of simulations were 970, which is very close to the target
value, having a standard deviation of 77.9 nodes, which is a good result.

6 Conclusion and Future Directions

This work presented middleware architecture to support interoperability among het-
erogeneous small UAV carried sensor nodes and constrained ground sensor nodes
which compose an area surveillance system. A detailed discussion around the re-
quirements in terms of cooperation and communication among the nodes were pre-
sented. The design rationale of the middleware was presented, being related with
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the fulfillment of the requirements discussed in Section 3. Finally, the middleware
structure and services were outlined and preliminary results presented.

Simulation of the other middleware features are being conducted, as well as
the study of how integrate aspect-oriented handling in the simulations in order to
provide the evaluation of all features together, before the final implementation.
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